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00 opzanuzayuu u npoeedeHuu pabom no obecnedenuro 6€30NaCHOCMU NEPCOHANbHBIX
OQHHbBIX 00pAOAMBIEAEMBIX 8 UHPOPMAUUOHHBIX CUCHEMAX NEPCOHAIbHBIX OAHHBIX U/unu 6e3
UCRO/Ib306AHUA CPEOCHE AEMOMAMU3AUUL

Bo wmcmonnenme TpeOoBaHmii K 3amuTe NEPCOHATBHBIX MaHHBIX IpH HX 00paboTke B
HHQOPMANMOHHBEIX ~ CHCTEMaX  I[EpCOHANBHBIX  JAHHBIX, YTBEPXKICHHBIX IIOCTaHOBIICHUEM
[TpaButensctBa Poccuiickoit @eneparum ot 01.11.2012 Ne 1119, ma ocHoBanuu @enepabHOTO
3akoHa oT 21.11.2011 Ne 323-®3 «OO6 ocHOBax OXpaHBI 3J0pOBBs TIpaxaaH B Poccuiickoit

Denepanum».
ITPUKA3BIBAIO:
1.YTBEpauTh:

1) ITomoxxenue 00 OpraHM3all ¥ IPOBEIEHHH pabOT mo obecredeHHIo Oe30IacHOCTH
NIEepCOHANBHBIX JAHHBIX IpU X 00paboTke B MH(YOPMAIMOHHBIX CHCTEMAaX IEPCOHAIBHBIX JaHHBIX

\ (IIpunosxenue Ne 1).

2) TunoBBIE GOPMBEI XKYPHAIOB:

- y4eTa yCTaHOBJICHHBIX cpeacTB 3amuThl nHGopMmanuu (IIpunoxenue Ne 2);

- )KypHaJIa IEPHOIUYECKOr0 TeCTUpOBaHus cpencTs 3amuTsl (ITpunoxenue Ne 3);

- )KypHaJla y4yeTa HEINTaTHBIX CUTyalui MHGOPMAIMOHHBIX CHUCTEM IE€PCOHANBHBIX JaHHBIX
(manee-VICIL1H), BEIOIHEHHS NPOGUIAKTHIECKHX paboT, yCTAaHOBKY H MOAM(HKAIUMHA IPOrpaMMHBIX

cpeacts Ha komnsiotepax VICIITa (ITpunoxenune Ne 4);

- XYypHalla Yyd4d€Ta HOHBBOBaTCHeﬁ, JOIIYIIEHHBIX K I/IH(bOpMaIII/IOHHBIM CUCTEMaM

nepcoHaNbHBIX JaHHBIX ([Ipmnoxenue Ne 5);

- )KypHaJIa y4era oOpameHuii CyObeKTOB IEPCOHATBHBIX JaHHBIX (Hanee-I1/IH) 0 BEIIOTHEHUH

uX 3akoHHBIX 11paB ([Ipunoxenue Ne 6).
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00eCTIe=eHII0 €301 ACHOCTH IIePCOHATLHBIX
% »e'"cﬁﬂyéjﬁgconanbﬂux JAHHBIX H/WIH 0e3
HCIIO/Ib30BAHUS CPEACTB ABFOMATH3AIMMH. '

1. O6mue mo10xKeHus.

1.I.  Jlannoe «lIlonoxenue 06 opraHu3ammu u npoeeHud pador B DPI'BOY BO
«Jlarectanckuii rocynapcTBeHHbIH yHHBEPCHTET» M0 OOECTEUEHHIO 0GE30MacHOCTH IEPCOHATBHbBIX
AQHHBIX MPH X aBTOMATH3HPOBAHHOM 00paboTKe M/U/M Oe3 UCHOIBb30BaHMs CPEJICTB ABTOMATH3ALMH
B HH(pOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX» (1aee — [Tonoxenue) paspaborano B
coorBercTBH ¢ Ne 152-03 or 27.07.2006 «O nepcoHambHBIX AaHHBIX». I1OCTAHOBJICHHEM
IIpaButenscrBa Poccuiickoit ®enepaun ot 01.11.2012 No 1119 «O6 YTBEP)KACHHH TpeOOBaHHH K
3AIUTE IEPCOHATBHBIX JAHHBIX MPH UX 00paboTke B MH(POPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX
AaHHBIX», MeToAn4YeCKUMH pekomeHaanusaMu @CTOK Poccun u ®CB Poccuu B 1esx obecrneueHust
0e30macHOCTH NEepPCOHANBHBIX JaHHBIX (qanee — [1/[H) npu uX 00paboTke B HH(OPMALMOHHBIX
CHCTeMaxX NepCOoHaIbHBIX NaHHbIX (nanee — UCTI/In).

1.2. Tlonoxenne omnpenensier nopsa0K paboTHI MOJIb30BATENEH 1 aqmMuaucTpatopoB UCIT/IH,
COTPYIHUKOB, ~ OTBCTCTBEHHBIX 33 TEXHHYECKOE oOOecredeHHe, a TakxkKe aJIMHHMCTpaTopa
HH()OPMALMOHHON 0e30MacHOCTH, B 4YacTH OOecreyeHusl Ge30MacHOCTH ITIJIn npu ux obGpabotke,
TNOPSIZIOK pa30UparTebCTBa M COCTABIICHHS 3aKIIOUEHHMIT 110 haKkTaM HeCOOTI0NeH S YCIIOBUI XpaHEHHS
HOCHTEIEH TIePCOHANBHBIX NaHHBIX, MCTOIb30BAHMS CPE/ICTB 3alUThl MHOPMAIHH, pa3paboTKy H
IPUHATHE MEp 110 MPE/IOTBPAIIEHUIO BO3MOKHBIX ONACHBIX MOC/IEICTBHI TAKHX HAPYIIEHHMIi, HOPSIOK
IPHOCTAHOBKH ~ npefiocTaBnenus [IJla B ciydae oOHapykeHWs: HapyuleHMil mopsaka HX
NPE/I0CTABJICHHUS, MOPANOK O00yyeHus nepconana npaktuke padorst B UCIIJIH, nopsmok mpoBepku
NIEKTPOHHOTO KypHana oOpawmennit k  MWCIIIn, 1opsiiok KOHTpons coOMIOAEHHsS  yCIIOBHil
HCIIONIB30BAHHMs  CPEACTB  3ALIUTBI  WHMOPMALMHK, TPEIYCMOTPEHHBIE  JKCIUTYaTAllHOHHON W
TEXHMYECKOH  JIOKYMCHTALMEH, npaBuia OOHOBICHHS  OOIECHCTEMHOTO M MPHKIAAHOIO
NIPOrPaMMHOr0 0OeCeYeH s, NPaBKIa OPraHM3allii AaHTHBHPYCHON 3aIMTHl M NAPOJIBHON 3alluThl
HCII/TH, mopsnok oXpaHsl M J0IMycKa MOCTOPOHHUX juil B momemmernst MCIIx, HOPSAJI0K CO3/TaHMSI
pesepsHbIX kommi WCII/IH, npaBuna XpaHeHMss M PerdHCTpald HOcHTelel HHMOPMALHH a TaKkKe
nopsok obesnuunBanus [1]]H.

1.3. Ilpu obecneuennn 6e30macHOCTH MepCcOHAIbHBIX AaHHbIX B UCIIJIH ¢ HCnonb3oBaHMeM
KPHITOrpaQu4ecKuX cpeicTB 3amuThl uHopmanuu Bee cotpyaunkn ®IBOY BO «Jlarecrtanckuii
FOCYIapCTBEHHBIH YHHBEPCUTET) 00sA3aHbl BHIIONHSATH TPeOOBAHMS, M3/I0KEHHbIE B IOKyMeHTe «O0
YTBEPXK/ICHHH COCTaBa M COJCPIKAHHMs OPraHU3ALMOHHBIX W TEXHHYECKHX MEp 110 00ECHeYCHHUIO
0e301macHOCTH  MEPCOHANBHBIX JaHHBIX [pH MX 00paboTke B HMH(YOPMALMOHHBIX CHCTEMAX
NEPCOHATIbHBIX JIAHHBIX C MCMOJIB30BAHHEM CPEJICTB KPHNTOrpadU4YecKO 3amuThl HHPOPMAIHH,
HCOOXOJMMBIX Ul  BBIIOJIHEHHS YCTAHOBIEHHBIX IIpaBUTeNbCTBOM PoccHiickoii ®enepanun
TpeOOBaHMH K 3allUTe TEPCOHATBHBIX JAHHBIX JUIS KAkKI0TO M3 yPOBHEH 3alMIEHHOCTHY (ITpukas
®Cb Poccun ot 10.07.2014 Ne 378)».

2. Mopsinok padorbl nepconana UCIIIn B uacTn obecrievueHus: 6€30MaCHOCTH I1/In npn
ux oopadorke B UCII/{H ¢ ncnoib30BanmueM cpecTB aBTOMATH3ALHH.

Hacrosimuii nopsinox onpenensier neiictus nepconana WMCIIJ{z B uactu obecreueHus
OesonacHoctu [1/1H npu ux o6padoTke B UCIIJH.

2.1. Jlonyck momb3oBatesneil juis paboTel Ha kommbiotepax WMCIT/u OCYILECTBIISICTCS Ha
OCHOBAaHHH NPHKa3a, KOTOPBIA U3/1A€TCSl PEKTOPOM YHUBEPCUTETA, H B COOTBETCTBUH CO CITUCKOM JTHII,



nonymeHHbix K pabore B UCII[n. C wnenpio obecrieueHHs OTBETCTBEHHOCTH 3a HOPMAJIbHOE
(GYHKIIMOHUPOBAHUE W KOHTPOJIL paboThl cpeAcTB 3amuThl nHbopmarmu B MCII/IH pykoBoguTenem
Ha3HAYaeTCsd aJMUHUCTPATOp HH(POPMAIMOHHOW O€30MacHOCTH; C IEJbI0 KOHTPOJIS BBIIOTHEHUS
HEOOXOJUMBIX MEpONPUATHH 10 OOecleYeHn0 Oe30MMacHOCTH Ha3HAuyaeTcs OTBETCTBEHHBIM 3a
obecrieyeHne 6€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX MpH uX 00padoTke B UCII/IH.

2.2. Ilonbp30BaTellb UMEET MPABO B OTBEACHHOE €My BpEeMs pellaTh IOCTaBJICHHbIE 33Jaud B
COOTBETCTBUM C MNoJHOMouusMu pgoctyna kK pecypcam MCII[An. IlonHomMouus nosb3oBarenei kK
MH(POPMALIMOHHBIM pecypcaM ONpPEAEISIIOTCA B MATPUILIE JOCTYIA, KOTOpask CO3/1aeTCsl OTBETCTBEHHBIM
3a obecnieueHue 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX MpU ux oopadoTtke B UCII/IH u yTBepxkmaeTcs
pykoBoguTeneMm opranuszauuu. Ilpu stom ans  xpaHeHuss uHpopmauuu, coxepxkamed 1/,
pasperraeTcsi UCIOIb30BaTh TOJBKO MAIIMHHBIE HOCUTENU WHpOopManuu, yuTeHHble B XKypHane ydyera
MAIIMHHBIX HOCUTEIIEH.

2.3. Tlomb3oBaTenb HECET OTBETCTBEHHOCTh 3a IMPABHJIBHOCTH BKIIOYEHHS W BBIKIIOUEHUS
cpencts BeruncautenbHo TexHuku (CBT), Bxona B cucremy u Bee aeiictus npu padore B UCI/IH.

2.4. Bxon moip3oBaTeNs B CHUCTEMY MOXKET OCYIIECTBIATHCS IO BBIIABAEMOMY €MY
3JIEKTPOHHOMY UJEHTU(UKATOPY WIN IO IEPCOHAIBHOMY MAPOJIIO.

2.5. 3anuce mHOpManuu, coxepxkamiei I1J{H, MOXeT, OCyIIecTBIsIETCS TOJIB30BaTENIeM Ha
CbEMHBIE MalIMHHbIE HOCUTEIM HH(POPMALMU, COOTBETCTBYIOUIMM 00pa3oM yuTeHHble B JKypHane
yueTa MalllMHHBIX HOCUTENEH.

2.6. Ilpu pabore €O CHEMHBIMH MAIUIMHHBIMH HOCHUTEJIIMU HH(OpMAIMK I10Jb30BaTENb
KOKIABIA pa3 1mepe] HadajaoM paboThl 00s13aH NPOBEPUTh MX HA OTCYTCTBUE BHPYCOB C
MCIIOJIb30BAaHUEM IUTAaTHBIX aHTUBUPYCHBIX IIPOTrPaMM, YCTaHOBJIEHHBIX Ha KommbroTrepax UCII/In. B
cilydae OOHapy>KE€HHUsl BUPYCOB I10JIb30BaTeIb 00s3aH HEMEJIEHHO IPEKPAaTUTh UX HMCIIOIb30BaHUE U
JIecTBOBATh B COOTBETCTBUU C TpeOOBaHUAMU JaHHOTO [lonoxxeHus.

2.7. Kaxnaplii cCOTpyIHHUK, YIaCTBYIOIIUH B paMKax CBOMX (PYHKIIMOHAIBHBIX 00S3aHHOCTEH B
npoleccax aBTOMaTU3UpoBaHHOM o0Opaborku IT/[H W uMeromuil AOCTYN B MOMEIIEHHE, B KOTOPOM
npou3BoauTcst obpadorka I[1/[H, anmapaTHeIM cpeacTBaM, MPOrpaMMHOMY OOECIICYCHHIO W JIaHHBIM
NCII/IH, HECET NepCOHAIBHYIO OTBETCTBEHHOCTD 3@ CBOU JCUCTBUS U 00A3AH:

- CTPOTO COOJIOAATh YCTAaHOBJICHHBIEC MTpaBHUia obecreueHusi 0€30macHOCTH MH(POPMATUH TIPH
pabote ¢ mporpaMMHbBIMH U TexHu4eckumu cpeactamu UCII/IH;

- 3HaThb M CTPOTO BBINIOJHATH MpaBUjia pabOThl CO CpPEACTBAMM 3alUThl HH(pOpMAIUH,
yCTaHOBJIEHHbIMU Ha KoMnbroTepax MCII/1H;

- XpaHUTh B TaliHE CBOM Mapoib (Mapojia) U ¢ YCTAHOBIEHHOW MEPUOJUYHOCTHIO MEHATh CBOM
napoJib (Maposn);

- XpaHUTh B YCTAHOBJICHHOM IOPSIKE CBO€ WMHAMBUAYAJIBHOE YCTPOICTBO HAECHTHU(UKALMU
(KJIFOY) U IpYTHe PEKBU3UTHI B cere, MITH SIIUKE, 3aKPbIBAIOILEMCS Ha KITIOY;

- BBINOJHATH TpeOoBaHus IlonokeHus Mo opraHu3allMy AHTUBUPYCHOM 3alllUThl B TOJHOM
o0beMe.

HemenneHHo M3BECTUTH OTBETCTBEHHOIO 3a oOecnedeHrne Oe30IacHOCTH IEepPCOHAIbHBIX
JMaHHbIX Tpu ux obopadbotke B UCII/IH u (unm) anMuHHCTpaTopa MHPOPMAIIMOHHONW 0E€30MacHOCTH B
clly4ae yTepud HWHIAMBUAYAIBHOIO YCTpOMcTBa MIeHTU(UKauuU (KI04a) WIM NpU HOJ03PEHHUU
KOMITIPOMETAIMH JTUYHBIX KIFOUEH U Maposiei, a Takxke Mpu 0OHapyKEHUH:

- HapyUIeHMH LEeJIOCTHOCTU IUIOMO (HakjeeK, HapyIIeHUH WM HECOOTBETCTBUHM HOMEPOB
neyaTeil) Ha cocTaBisonmx y3nax u 0nokax CBT wim uHbBIX (akTOB COBEPIIECHHS B €r0 OTCYTCTBHE
MOMBITOK HECAHKIIMOHUPOBaHHOTO octyna (nanee - HCl) k nanusiM 3anumaeMbiM CBT;

- HECaHKLUMOHHMPOBAHHBIX (IIPOM3BEAECHHBIX C HApYUIEHHMEM YCTAHOBJIEHHOIO IIOPAIKA)
M3MEHEHUH B KOHQUTYpalluy MPOrpaMMHBIX WK anmnapatHbix cpencts UCI/Ix;

- OTKJIOHEHHH B HOpPMaJlbHOW pPabOTe CHCTEMHBIX M MPUKIAJHBIX MPOTPAMMHBIX CPEJCTB,
3arpyAHsaoumx skcrryatanuio CBT, BbIxola U3 CTpOsS WIM HEYCTOWYMBOrO (PYHKIIMOHUPOBAHUS
y310B CBT unu nepudepuitHsIx yCTpocTB (CKaHepa, IpUHTepa U T.I1.), a TaKXke 1epeboeB B cucTeMe
AIEKTPOCHAOKEHNS,



- HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBIICHHBIX Ha KOMITBIOTEPHI TEXHUUYECKUX CPEJICTB
3aIUTHI;

- HENIPELYCMOTPEHHBIX OTBO/IOB Ka0esel U NOJIKIIOUYEHHBIX YCTPONCTB.

2.8. Ilonb3oBarento KaTeropuueCcKy 3anpeuiaemcs.

- WUCIIOJIb30BAaTh KOMITOHEHTHI NMPOTPAMMHOIO M AallapaTHOro OOECIEeYeHUs INEepCOHAIBHOTO
KOMIIbIOTEpA B HECITY’KEOHBIX LEIISX;

- BHOCUTH Kakue-TuOo HM3MEHEHuss B KoHpurypauuto annapaTHbix cpeacts WCIIAH umm
yCTaQHaBJIMBaTh  JONOJHUTEIbHO JIOObIE  IpOrpaMMHBIE W ammapaTHble  CpPEACTBA,  He
IPEIyCMOTPEHHBIE APXUBOM JUCTPUOYTHBOB YCTaHOBIEHHOTO IIPOTPAMMHOTO 00ECTICUCHHUS;

- OCyILLEeCTBIIATh 00paboTKy IIJIH B IpHUCYTCTBUU NMOCTOPOHHUX (HE JONMYLIEHHBIX K JAHHON
uHpOpMAaIINN) JTHII,

- 3alUCBIBaTh U XPaHUTh KOH(MUIECHLUUANBbHYIO HH(pOpMALMIO (COAEPHKALIYI0 CBEIEHHS
OTPaHUYEHHOTO PACIPOCTPAHEHHUsI) HAa HEYYTECHHBIX MAIIMHHBIX HOCHUTENSAX HH(popManuu (THOKUX
MarHUTHbBIX JUCKaxX U T.IL.);

- OCTaBIISITh BKJIIOYEHHBIM 0€3 MPUCMOTPa KOMIBIOTEpP, HE aKTHBH3HPOBAB CPEICTBA 3AIHUTHI
ot HC/ (BpeMeHHYIO OJIOKMPOBKY SKpaHa U KJIaBHATYPHI);

- OCTaBIATH 0€3 JUYHOTO MPHCMOTpPA CBOE MNEPCOHAIBHOE YCTPOWCTBO HICHTH(HKALINH,
MalllMHHBbIE HOCUTENIM U pacledaTKd, CoJepXallue 3alluiiaeMyro uHpopMmanuoo (CBeACHUs
OTrpaHUYEHHOT'0 PAaCIPOCTPAHEHU);

- YMBILIUIEHHO HCHOJb30BATh HEAOKYMEHTHUPOBAHHbIE CBOMCTBA M OIMIMOKU B MPOrpaMMHOM
o0ecrie4eHn WM B HAaCTPOMKAaX CPEICTB 3aIMUTHI, KOTOPbIE MOTYT NPUBECTH K BO3HHUKHOBEHUIO
KPU3HUCHOM CUTYyalluH;

- pasmemarb cpeactea HCII[H Tak, 4TOOBI CymIeCTBOBaja BO3MOXHOCTh BH3YaJIbHOTO
CUMTBIBaHUS UH(DOPMALIUH.

2.9. JIluna, OTBETCTBEHHBIE 32 3alIMTy NepcoHanbHBIX HaHHBIX B PI'BOY BO «Jlarecranckuit

rOCy/1apCTBEHHBI YHUBEPCUTET.

OtBercTBeHHbI 32 00padoTky II[{H - mTaTHBIA COTPYAHHMK OIPEACISIIONIUN  YPOBEHb
JIOCTYIA U OTBETCTBEHHOCTD JIMI] y4acTBYIOIIMX B 0OpaboTke [1/IH. HaznauaeTcs npuka3zoM pekropa.

OTBeTcTBeHHBIH 3a o0ecrneyeHHe 0e30MACHOCTH NEPCOHAJBHBIX JAHHBIX — IITATHBIN
COTPYAHUK (WM MO/pa3/ielieHre) OTBEYAOIIH 3a IPOBeIeHNEe MEPOINPUITUHN, CBA3aHHBIX C 3aIIUTON
[T/In (opraHM3alMOHHBIX U TEXHMYECKHX), & TaKXKe OCYIIECTBIISIIOIIMA KOHTPOJb 3a COOIIOJCHUEM
TpeboBanuii no 3amute [1/IH B nogpaznenenusx. Haznauaercs npukasom pexropa.

AaMuHucTpaTop MHGOPMAUMOHHOW  0e30aCHOCTM —  IITaTHBI  COTPYHHUK,
OTBETCTBEHHBIH 3a 3alUTy aBTOMAaTU3UpoBaHHON cucteMbl (AC) OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA
(HCH) x undopmanuu. Haznauaercss mpuka3zom pekropa.

2.10. AnmuHMCTpaTOp UHPOPMALMOHHOM 6€301MacHOCTH (IIPHU €ro OTCYTCTBUM OTBETCTBEHHBIN
3a obecrieyeHre 0€30MacHOCTU NEPCOHANIBHBIX JaHHbIX NpHU X o0padoTke B UCII/IH) 006s13aH:

- 3HaTh COCTaB OCHOBHBIX M BCIIOMOTaTEJIbHBIX TEXHUYECKUX CHCTEM M CpEACTB (Janee -
OTCC u BTCC) ycraHoBneHHbIX M cMoHTUpoBaHHbIX B MCIIJIH, mepeueHb HCIONB3YEMOroO
nporpamMmmHoro obecneuenus (naiee - 110) B UCITH;

- KOHTPOJIUPOBAThH IIEJIOCTHOCTH IMevared (MIoMO, 3alUTHBIX HAKJIEeK) Ha NepudepuitHomM
o0opynoBanuy, 3amuiieHHbx CBT u apyrux ycrpoiicTBax;

- TpPOU3BOAUTH  HEOOXOAMMBIE  HACTPOMKM  TOJCUCTEMBl  YIPABIEHUS  JIOCTYIOM
ycranoBieHHbIX B UCITIH C3U ot HC/I 1 conpoBoaaTe UX B IPOLIECCE IKCILTyaTal[uu, IPH dTOM:

v/ peanu3oBBIBATH TMOJHOMOYHS JOCTyma (YTE€HHe, 3aliCh) Uil KaXIOro IOJb30BaTeNs K
AIIEMEHTaM 3allMIaeMbIX HHOPMAIIMOHHBIX pecypcoB (¢aitinam, kaTtanoram, IpUHTEPY U T.1.);

v’ BBOIUTH onmcanus nonk3osareneit UCII/Ix B unpopmarmonnyro 6asy C3U1 or HCJI;

v CBOEBPEMEHHO YAAJIATh OMMCAHUS [OJIb30BaTeNel u3 6assl Janubix C3U npu H3MEHEHUH CITHCKa
JIOMYLIEHHBIX K padoTe JIuIy;

v KOHTpPOJHMPOBATH JIOCTYI JIMIl B ITOMEIICHHE B COOTBETCTBHH CO CIIHCKOM COTPYAHHKOB,
JonyieHHbIX K padore B UCII/IH;
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IPOBOJUTh MHCTPYKTAXX COTPYAHHMKOB - MOJB30BATENEH KOMIIBIOTEPOB IO MpaBUiIaM palbOTHI C
UCIOJIb3yEeMBIMU TEXHUUECKUMH CPEJICTBAMU U CUCTEMAMH 3allUThl HH(OPMALIUH;
KOHTPOJIMPOBATh CBOEBPEMEHHOE (He pexe ueM oauH pa3 B TeueHue 60 nHeit) mpoBeneHue
CMEHBI MapoJjiel s JOCTyIa Mojib30BaTeneil k kommnbrorepaM u pecypcam MCII/IH;
o0ecrieunBaTh OCTOSIHHBINA KOHTPOJIb BBIIIOJIHEHHS] COTPYJHUKAMU YCTAaHOBJIEHHOTO KOMILIEKCA
MEpOTPUATHIA 10 obecnieueHnto 6e3onacHoctr nHpopmanuu B UCII/IH;

OCYILIECTBJIATh KOHTPOJIb NOPSAJKA CO3JaHMsl, YUE€Ta, XPAaHEHUSI U HUCIIOJIb30BAHUS PE3EPBHBIX U
ApXUBHBIX KOIIMI MacCCUBOB JJaHHBIX;

HACTpauBaTh U CONPOBOXAATH ITOACUCTEMBI pETHCTPALIMM U yueTa AEUCTBUM 110JIb30BaTENeH npu
pa6ote B UCII/H;

BBOAUTh B 0a3y naHHbiXx C3M OT HECAaHKIMOHMPOBAHHOTO JOCTYNA OIHWCAHHS COOBITHIA,
MOJICKAUX PETUCTPALMNA B CUCTEMHOM XYypHAJIE;

IIPOBOAMTH AHAJIM3 CHCTEMHOIO JKypHajla JUlsl BBISBICHHUS IOIBITOK HECAaHKLIMOHMPOBAHHOIO
JI0CTyTIA K 3aIMIIAEMBIM PECYpPCaM HE PEKE OJTHOTO pa3a B MECHLL;

OpPraHM30BBIBAaTh IeyaTh (HaMIOB IONB30BaTENIC HA TPUHTEPE M OCYIIECTBIATH KOHTPOJIb
COOJIIOJICHHSI YCTAaHOBJEHHBIX MpaBWJI M IapaMETPOB PErucTpalud U Yydera OyMa)KHbIX
HocuTesne nadopmanuy;

COIIPOBOKIATh MOJICUCTEMBI o0ecrieueHus LenocTHocTu uHpopmanuu B MCI1/IH;
nepuoanuecku tectupoBath QyHkiuu C3U ot HCJI, ocoOeHHO Mpu M3MEHEHHH MPOrPaMMHOM
Cpelbl U IOJIHOMOYMI MCIIONIHUTENEH;

BOCCTaHABIIMBATh NMPOTPAMMHYIO Cpefy, MporpaMMHbie cpencTBa u Hactporiku C3U mpu cOosix
COBMECTHO C JIMIIAMHU, OTBETCTBEHHBIMH 3a TEXHUYECKOE OOecreueHue;

BecTH JBe komuu mnporpammubix cpeactB C3M or HCJ u koHTponupoBaTh HX
paboTOCIIOCOOHOCTH;

KOHTPOJIMPOBATh OTCYTCTBUE Ha MAarHUTHBIX HOCHTENSX OCTAaTOYHOH HH(OpMAIH 110
OKOHYaHUU pabOThI MOJIb30BATEIIEH;

NEepUOIMYEeCKA OOHOBISTH AHTUBUPYCHBIE cpencTBa (0a3bl JAaHHBIX), KOHTPOJIHPOBATH
co0JII0/IEHHE MOJIb30BATEISIMU MOPATAO0K U NPaBUIIa POBEICHHSI aHTUBUPYCHOTO TECTUPOBAHUS;
OPOBOIUTH pabOTy 1O BBIABICHHIO BO3MOXKHBIX KaHAJOB BMENIATEIbCTBA B IPOIECC
¢ynkunonupoBanuss MCII[lH u  ocyliecTBIeHUs HECaHKLMOHHWPOBAHHOIO JOCTyHna K
MH(OpPMaLIMU U TEXHUYECKUM CPEICTBAM BBIUUCIUTENIbHON TEXHUKU;

COIIPOBOXKIATh MOJACHCTEMY 3alIUThl HH(GOpMAIMM OT YTEYKHM 3a CYeT MOOOYHBIX
AJIEKTPOMAarHUTHBIX M3IYy4€HUH M HaBOJOK, KOHTPOJUPOBATh CcOONIOZEHHE TpeOOBaHUI IO
pa3MEIICHHIO U UCITOJIb30BaHNIO TexHnueckux cpeacts UCII/IH;

KOHTPOJIMPOBAaTh COOTBETCTBHE JOKYMEHTAJIbHO YTBEP)KICHHOIO COCTaBa allapatHol u
nporpamMuoii yactu WCII[H peansHbiM koHpurypauusm MCIIJIH, BecTH y4yeT HM3MEHEHHH
anmnapaTHO-MPOrpaMMHON KOH(PUTYpaluu;

o0ecreunBaTh CTPOroe BHIIOJIHEHUE TpeOOBaHUH MO oOecreyeHnto 0e30MacHOCTH HH(pOpMaIu
npu opraHuzanuu TexHudyeckoro ooOcimyxuBanus MCII[lH u oTnpaBke €ro B PEMOHT
(KOHTpOJIUPOBaTh 3aTUpaHUE KOH(HIECHIMAIbHON HMH(pOpMAallMM Ha MarHUTHBIX HOCHUTENAX C
COCTaBJIEHMEM COOTBETCTBYIOLIETO aKTa);

IOPUCYTCTBOBAaTh (ydacTBOBaTh) B paboTax 10 BHECEHHIO M3MEHEHMH B amnmapaTHo-
nporpaMMHuyto koHpurypauuto UCIIT1H;

BECTH >XypHan yuyeTta HemtaTtHbIx curyauuit CII/IH, BbImonHeHUs TpoQUIaKTHUECKUX padoT,
YCTaHOBKH U MOJU(UKAIIMH MPOTpaMMHBIX cpecTB Ha komnbiotepax UCII/IH;

NOAJEPKUBATh YCTAHOBJIEHHBIM MOPSJIOK INPOBEACHUS AHTHUBUPYCHOIO KOHTPOJIS COIJIACHO
TpeboBaHusAM Hactosuliero [lonoxeHus;

B Cllyyae oOTKa3a CpeJICTB M CHCTEM 3alluThl HH(OpMAnUM MpPUHUMATh MEpbl MO UX
BOCCTAHOBJICHHIO;

JIOKJIA/IbIBaTh OTBETCTBEHHOMY 3a 00pa0OTKY NEepCOHANbHBIX JaHHBIX O HENpPaBOMEPHBIX
JNENCTBUSX MOJIb30BATENeH, MPUBOAAIIMX K HAPYIICHHUIO TPeOOBAHUM MO 3aIlKuTe HHPOpMAIUY;
BecTH fJokymenTtanuto Ha CII/IH B cOOTBeTCTBUH ¢ TpeOOBaHUSIMH HOPMAaTHBHBIX JJOKYMEHTOB.



2.11. Apmunuctpatop HH(pOpPMaMOHHONW 0€30MacHOCTH M OTBETCTBEHHBIM 3a obOecreueHue
0e30MacHOCTH TIEPCOHATBHBIX JaHHBIX MpH MX 00padoTke B UCII/IH nmerot npaso:

- TpeboBaThb OT COTPYIHUKOB - moib3oBareneid MCII/IH coOmroneHust yCcTaHOBICHHOM
TEXHOJIOTUH 00pabOoTKH MH(OPMALIUK U BBHIOJHEHUS HMHCTPYKIIHMM 10 0oOecreyeHno 0e301MacHOCTH U
samute nHpopmaruu B UCII1H;

- UHUIUHUPOBATH IMPOBEJIECHUE CIYKEOHBIX paccieloBaHUN 1O (akTaM HapyLICHUS
YCTAHOBJICHHBIX TpeOOBaHUI oOOecredeHusl 3aIluThl, HECAHKIMOHUPOBAHHOTO JIOCTYIA, YTPATHI,
MoauUKAIMK, IIOPYH 3alIUInaeMor nHpopManuu U TexHuaeckux kommnoneHToB MCII/IH;

- TpeOoBaTh MpeKpalieHus: o0paboTKM MHPOPMALMU B Cllyyae HapyIICHUS yCTAaHOBJICHHOTO
nopsiaka padoT UK HapyleHus: GyHKIIMOHUPOBAHUSI CPEICTB U CUCTEM 3alllUThl HH(pOpMaLINH;

- Yy4acTBOBaTh B AaHAJM3€ CUTYAIMi, Kacaromuxcs (PYHKIMOHUPOBAHHS CPEICTB 3allUTHI
uH(pOpMaIlMU U paccieoBaHus (PaKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

3. Ilopsimok 00paGOTKH NEPCOHAJBHBIX JAHHBIX 0€3 MCHNO0Jb30BAHUA CPEACTB
aBTOMATH3alMU.

3.1. O6paboTKa nepcoHaNbHBIX JaHHBIX 0€3 MCIIOJIb30BaHMS CPEACTB aBTOMAaTHU3AaLlUU MOXKET
OCYIIECTBIISITHCS B BUJIE IOKYMEHTOB Ha OyMa)KHBIX HOCHUTEIISX.

3.2. [Ipu HeaBTOMAaTU3MPOBAHHOM O00PaOOTKE PA3MUYHBIX KAaTETOPHH MEPCOHAIbHBIX JAAHHBIX
JIOJKEH MCIIONIb30BAThCS OT/ICIBbHBIA MaTepHATbHBIA HOCUTENb ISl K&KIOH KaTeTOPHH MEPCOHATBHBIX
JTAHHBIX.

3.3. [Ipy HeaBTOMATH3MPOBAaHHOH OOpaOOTKE TEPCOHAIBHBIX JAaHHBIX Ha OyMa)KHBIX
HOCHUTEIISX:

- He Jomyckaercs (UKcalys Ha OJHOM OyMa)KHOM HOCHUTENE MEPCOHAIBHBIX TAHHBIX, IIEIH
00pabOTKU KOTOPBIX 3aBEOMO HE COBMECTUMBI;

- TIEPCOHANIbHBIC JAHHBIE JOJKHBI 000COOATHCS OT MHOM MH(POPMALUHU, B YaCTHOCTH IyTeM
duKcanMy UX Ha OTJEJIBHBIX OYMa)KHBIX HOCHUTENSX, B CHEIMAIbHBIX pa3jenax WM Ha HosIxX (opm
(6mankoOB);

- JOKYMEHTBbI, COoJepKallie NNepcoHalbHble JaHHble, (OPMUPYIOTCS B Jiefa B 3aBUCUMOCTH OT
e 00pabOTKU MEPCOHAIBHBIX TaHHBIX;

- Jiefa ¢ JOKYMEHTaMHM, COAEp)KalllUMU MEePCOHANIbHBIEC JTaHHbIE, JIOJKHBI UMETh BHYTPEHHHE
OIIHCH JIOKYMEHTOB C YKa3aHUEM IelIH 00pabOTKH U KaTeTOPHH MEPCOHATBHBIX JaHHBIX.

3.4. [Ipy ucHonb30BaHUM TUMOBBIX (OPM JOKYMEHTOB, XapakTep HMH(OpMAIMM B KOTOPBIX
IpeIoiaraeT Win JOIYCKaeT BKIIOYCHNE B HUX MEPCOHATBHBIX JAHHBIX (Jajiee - THIIOBBIE (OPMBI),
JIOJKHBI COOIOIATHCS CIETYIOIIE YCIOBHSL:

3.4.1. TunoBas ¢opmMa WIHM CBS3aHHBIE C HEH JIOKYMEHTHI (MHCTPYKIHS IO €€ 3arOoJHEHHUIO,
KapTOYKH, PEecCTpbl U >KypHAJIbl) JOJDKHBI COAEP)KaTh CBEACHUS O eI HEeaBTOMAaTHU3WPOBAHHOU
00pabOTKM NEpCOHAIBHBIX JaHHBIX, MMs (HaMMEHOBAaHUE) U ajpec orneparopa, (haMuIUIO, UM,
OTYECTBO M aJipec CyObeKTa MEPCOHAIbHBIX JAHHBIX, HCTOYHHUK MOJIYYEHHUS MEPCOHAJBHBIX JAaHHBIX,
CpOKH 00pabOTKH NIEPCOHANBHBIX JaHHBIX, IEPEUCHDb JEHCTBUH C MTEPCOHATTLHBIMU JTaHHBIMHU, KOTOPBIE
OyayT coBepuiaTbcs B Ipolecce HUX O00pabOTKH, 0Olee OMMCAHUE HCIOJIb3YEMbIX ONepaTopoM
c1oco60B 00pabOTKU MEPCOHANBHBIX TaHHBIX;

3.4.2. TunoBas ¢opma JODKHA MPEeayCMaTpUBATh MOJE, B KOTOPOM CYOBEKT MEPCOHAIBHBIX
JAHHBIX MOXET MOCTaBUTh OTMETKY O CBOEM COTJIACHM Ha HEaBTOMATH3MPOBAHHYIO 00pabOTKy
NEPCOHANBHBIX JaHHBIX, - MPU HEOOXOJAMMOCTH MOJYYEHHUs MUCBMEHHOIO COrjlacus Ha oOpaboTKy
NIEPCOHATBHBIX JaHHBIX;

3.4.3. TumoBas Qopma AOKHA OBITh COCTaBJI€HAa TAakKUM O0Opa3oM, YTOOBI KaXIbId W3
CyOBEKTOB NMEePCOHATBHBIX JAHHBIX, COJEPKAIINXCS B IOKYMEHTE, IMEJ BO3MOKHOCTh O3HAKOMHTHCS
CO CBOMMH NE€PCOHATLHBIMU JAHHBIMHU, COJICPKAIIUMHUCS B JIOKYMEHTE, He Hapyllas MpaB M 3aKOHHBIX
MHTEPECOB MHBIX CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX;

3.4.4. tunosas ¢opmMa J0JDKHA HCKIHOYAaTh OObEIUHEHHE TNOJeH, MpeJAHa3HAYeHHBIX IS
BHECECHUS IEPCOHAITBHBIX JIAHHBIX, 11 00pa0OTKN KOTOPHIX 3aBEOMO HE COBMECTHUMBI.



3.5. YHnuTOXEHNE UITN 00€3IMYNBAaHUE YaCTH MIEPCOHANIBHBIX JaHHBIX, €CITH ATO JOMYyCKAaeTCs
MaTepHabHBIM HOCHTEJIEM, MOXET MPOM3BOIUTHCS CIOCOOOM, WCKIIOYAIOMIMM JalbHEUIIYIO
00paboOTKy 3TUX MEPCOHAIBHBIX JaHHBIX C COXPAHEHHEM BO3MOXHOCTH OOpabOTKM WMHBIX JaHHBIX,
3a(hMKCUPOBaHHBIX HA MaTEPHUATHBHOM HOCHTEIIE.

4. Tlopsiiok pe3epBHUPOBAHUSI M BOCCTAHOBJIEHHS] PAGOTOCMOCOOHOCTH TeXHHYECKHX
CpPeACTB M NMPOrpaMMHOrO odecrnedeHusi, 0a3 JaHHBIX, 3alUIIaeMOil WH(OPMaLMH U CPeACTB
3alUThI HH(pOpPMAIIUH.

4.1. Hactosaumii nopsaoK ONpENeNsseT OpraHu3alli0 pPE3epBUPOBAHMSI U BOCCTAHOBJICHMS
paboTOCIOCOOHOCTH TEXHUYECKUX CPEACTB U MPOrPaMMHOTO oOecrieueHus, 0a3 JaHHBIX U CPEICTB
3aMUThl UHOOPMALIHH.

4.2. PezepBHOMY KOIMPOBaHUIO moiyiexar Oa3pl gaHHbix [IJ[H, a Tak ’xe MpHUKIaaHOEe
porpaMMHOe oOecrieyeHne, MpeAHa3HaYeHHoe sl paboThl ¢ AITUMHU 0a3aMu JTaHHBIX B Cllydyae, €Cliu
OHO ToJBEpraeTcs MoauduUKaIu co cTopoHsl pazpadorunkoB MCII/IH.

4.3. PezepBHOE KOMMPOBAHHE JIOJKHO OCYHICCTBISATHCS B CICIUAIBHO OTBEICHHBIM CETEBOM
Kartajor Ha (hailJIoBOM cepBepe, a Tak ke IMyTeM 3alUCH Ha OTUYKJAeMblii HOCUTEIIb.

4.4. IlpaBa pocTyma K CETEBBIM Karajoram JOJDKHBI HMCKJIKYaTh BO3MOXKHOCTbH JIOCTYyHa
nosib3oBatesneil Kk pesepBHbIM KonusiM npyrux WMCIIJIH, xpaHsmmxcs Ha cepBepe, NpU OTCYTCTBUU
nomycka K padore B atux UCIT/IH.

4.5. ba3bl JaHHBIX ¥ IPOrpaMMHOE OOecreueHue AO0KHBI KOMMPOBATHCS B pa3HbIC MAlKd Ha
¢aiimoBom cepaepe.

4.6. Ha ¢aiinoBoM cepBepe, MIOMUMO aKTyallbHOTO COCTOSIHUA 0a3 JaHHBIX U IPOrPaMMHOTO
oOecrnievyeHus, JOHKHBI XPaHUTHCSI MUHUMYM JIBa UX UCTOPUUYECKUX COCTOSIHUS.

4.7.Paz B wmecsan anmuuuctpatop MCII[IH cozmaer pe3epBHyI0 KOmuio 0a3 JaHHBIX H
nporpammuoro odecneuenusi UCII/In Ha oTuykiaeMblii HOCUTENb, XPAHSIIIMICST Y aJMUHUCTpATOpa
MH(GOPMaIIMOHHON OE€30MaCHOCTH B 3aKPHIBAIOIIEMCS Ha KITIOY XPaHUIIHILIE.

4.8. K ucnonp3oBanuio, s co3manusi pesepBHbIX konuu B WCII/IH, momyckaroTcs TONBKO
3apEruCTPUPOBAHHBIE B KYpPHAJIE y4yeTa HOCUTEIH.

4.9. PezepBHOE KOIMpPOBaHHUE Ha (ailJIOBBIN CepBEP MOHKHO OCYIIECTBISTHCS
HEMOCPEACTBEHHO IIOClie JII0OOr0 W3MEHEHHUs COCTOSAHUA ©0a3 JaHHBIX WIM MNPOTPaMMHOIO
obecrieueHnn 3TUX 6a3, HO HE PeXe, YEM Pa3 B HEJEIIO.

4.10. Ecnu mporpaMMHBIA NMPOJAYKT, HA ocHOBe KoToporo ¢yHkumonupyer MCIIJIH, umeer
¢GyHKIMIO pe3epBHOro komnupoBanus, To aamuHuctparop MCII/IH co3maer pe3epBHYIO KOMMIO MHpU
MOMOIIY TaHHON (YHKILIUU.

4.11. Cneumanuct, OTBETCTBEHHBIH 3a TEXHMUYECKOE OOCCIICUCHHE YUYPEXKICHUSI CO37aeT
PE3EPBHYIO KOIMIO CETEBOr0 KaTauora, B KOTOpOM XpaHsTcs pe3epBHble konuu Beex UCII/IH He pexe
4eM pa3 B MECAIL.

4.12. Cnenuanuct, OTBETCTBEHHBIH 32 TEXHHYECKOE 0OecleueHue YUpexIeHHs, TPU TOMOIIN
CHEHaIM3UPOBAHHOIO IPOrPaMMHOI0 00€CTIeYeHHs], CPEICTB CO3/1aeT 00pa3bl AUCKOB BCEX pabOUynX
mecT MCII/IH He pexe, ueM pa3 B KBapTall.

4.13. BoccTtaHoBIIEHHE TIPOTPAMMHOTO 00ECIIEYEeHHs TPON3BOANUTCS MTyTEM €ro WHCTAJUIALNH C
UCIIOJIb30BAaHUEM 3TAJIOHHBIX TUCTPUOYTHBOB JIMOO IMOJHOTO BOCCTAHOBJIEHHS CHCTEMBI C 00pasa
JTUCKA.

4.14. PemoHT HocuTeneil 3ammiiaeMoil uH(popManmuu He jgomyckaerca. HeucnpaBHble
HOCHUTEIHM C 3aliiiaeMoil HHQpopMaIueil mouexaT YHUYTOXKEHHIO B COOTBETCTBHM C TMOPSAKOM
YHUYTOXKEHUSI HOcuTenei 3amuimaemoit uH@opmaruu. Pabota ¢ HMCMNONb30BaHUEM HEUCTPaBHBIX
TEXHUYECKHUX CPEJICTB 3alPEIIAETCs.

4.15. Tlpu pabore nHa kommbioTepax WCIIIH pekoMeHayeTcs MCIOIb30BaTh HCTOUYHUKHU
OecriepeOOHHOr0 MUTAaHUS C LENBI0 MPEIOTBPALICHHS MOBPEXKIECHUS TEXHUYECKUX CPEJICTB U (WJIH)
3alMIaeMoi HHGoOpMaIK B pe3yinbTaTe cOOeB B CETH AJIEKTPOIMUTAHUS.

4.16. Tlpu BOCCTaHOBJICHHH PaOOTOCIIOCOOHOCTH CPEJICTB 3aIIUThI MH(OOPMAIMH CIIEIYyeT
BBIMOJIHUTh HMX HACTPOMKY B COOTBETCTBHMM C TpeOOBaHUSAMHU O€30MaCHOCTH HH(pOpMAIHH,



M3JI0KEHHBIMHM B TEXHMUECKOM 33/IaHUH Ha CO3/IaHHE CUCTEMbI 3aIlIUThl IEPCOHATBHBIX JIAHHBIX.

4.17. BoccTaHOBJIEHHE CPEACTB 3alIUTHl WH(OpPMAIMU TMPOU3BOJUTCS C HCIOIB30BAHHEM
ATAJIOHHBIX CEPTU(PHUIMPOBAHHBIX AUCTPUOYTHUBOB, KOTOpBIE XpaHATCS B xpanwumie. [locne
YCIEIHOW HAaCTPOWKM CPEICTB 3allUThl HHPOpPMAIMM HEOOXOAUMO BBIIOJIHUTH pPE3EPBHOE
KOIIMPOBAaHUE HACTPOEK JIAHHBIX CPEJICTB HA 3aPETUCTPUPOBAHHBINA HOCUTEID.

4.18. OTBEeTCTBEHHOCTH 3a MpoBeaeHue pe3epBHoro konupoBanuss MCII/IH B cooTBeTCTBUU C
TpeboBanusiMu Hacrosuiero [lonoxenus Boznaraercs Ha aamuHuctparopa UCIIH.

4.19. OTBETCTBEHHOCTh 3a MPOBEICHHE PE3EPBHOIO KOMHPOBAHHUS CETEBOr0 Karajora
xpaHeHus pesepBHbIX konuil WCIIJIH Bo3naraercs Ha CleMalINCTOB, OTBETCTBEHHBIX 32 TEXHUUECKOE
o0ecrnieueHre yupexJeHusl.

4.20. MepompusaTuii TO BOCCTAaHOBJCHHIO PabOTOCTIOCOOHOCTH TEXHMYECKHX CpPEICTB U
IporpaMMHOro  obecrieueHusi 0a3 JaHHBIX OPraHU3YIOTCA W NPOBOAATCA  CHEIUAINCTOB,
OTBETCTBEHHBIX 32 TEXHUYECKOE OOECleUYeHUE YUPESKICHUS,  IPHUBICYCHUEM OTBETCTBEHHOTO
nostb3oBarens To UCIIIH, dyHKIIMOHUpOBAaHUE KOTOPOH OBLJIO HAPYIIICHO.

5. Iopsinoxk koHTpoass 3ammuThl HHPopmamuu B HCIIJH ¥ npHOCTAHOBKH
npegocrapienus II/ln B ciayuyae oOHapy:KeHHsl HApyLUeHHMH NOpPSiAKA HX MPeJOCTABJICHUS.
Iopsinok pa3dupaTebCTBA M COCTABJICHUS 3aK/JIIYEHUH MO (pakTaM HecoOI0AeHUs] YCJI0BUI
XpPaHeHUs1 HOCHTeJIell MepCOHATbHBIX JAHHBIX, HCNIO0Jb30BAHUS CPeICTB 3alUThI HHPOPMALMHU
U NIPUHATHE MepP M0 NPeA0TBPALICHUIO BO3MOKHBIX ONIACHBIX MOCJIEACTBHIA.

5.1. KonTpons 3amutsl nHpopmaruu B UCIIJIH - KOMILIEKC OpraHu3allmOHHBIX U TEXHUYECKUX
MEPOIPUATHI, KOTOPbIE OPTraHU3YIOTCS U OCYILIECTBIISIIOTCA B LIESAX NPEAYIPEKICHUS U IPECCUCHUs
BO3MOXXHOCTH TIOJIy4€HHUsS [IOCTOPOHHHUMH JIMLAMHU OXPAHSEMbIX CBEICHHM, BBIBICHUS U
MPEIOTBPALCHHS YTeUKH WHGOPMAIIMHU 110 TEXHUYECKUM KaHaiaM, UCKIIOUYEHUS WM CYHIECTBEHHOTO
3aTpyJHEHUS] HECAaHKLMOHUPOBAHHOTO JOCTYNa K MH(pOpPMALUH, XULIEHUS TEXHUYECKUX CPEACTB U
HOCHUTEJIeH MH(OpMAIMH, MPEIOTBPALEHUS CHEIHATbHBIX MPOrPaMMHO-TEXHHYECKUX BO3JCHCTBHM,
BBI3BIBAIOIINX HApYyIICHHE XapaKTEPUCTHK Oe30macHOCTH MHPOPMALUU WU PpabOTOCIOCOOHOCTH
cucTeM UH(pOpMaTH3AIIH.

5.2. OCHOBHBIMH 33/1a9aMH KOHTPOJIS SBIISFOTCS:

- TpOBEpKa OpraHM3allii BBHIMOJHEHUS MEPONPHUATHA MO 3amure HHQOpManuu B
noxpaszaenenusix PI'bOY BO «JlarectaHckuil rocyJapcTBEHHBIN YHUBEPCUTETY,

- yuera TpeOOBaHMH 1O 3amUTe HWHPOpPMALMU B pa3pabaThIBAEMBIX IUIAHOBBIX U
pacopsAUTENBHBIX TOKYMEHTAX;

- BBIABJICHHUE JIeMacKUpyroImux npusHakos o0bexToB UCII/IH;

- yTOYHEHHE 30H TepexBaTa oOpadaThiBaeMOW Ha 0O0BEKTax HHGOPMAIMH, BO3MOXKHBIX
KaHAJIOB YTeUKH MH(POPMALMHU, HECAHKIIMOHUPOBAHHOTO JOCTYIA K HEW M MPOrpaMMHO-TEXHHUUECKUX
BO3JICUCTBHUI HAa HHPOPMAIIHIO;

- TpOBEpKa BBINOJHEHUS YCTAaHOBJIIEHHBIX HOPM U TpeOOBaHMI IO 3alluTe MHPOPMAIUU OT
YTEUKH IO TEXHUYECKUM KaHajlaM, OL€HKa JOCTaTOYHOCTH M 3I(P(EKTUBHOCTH MEPOIPHUATHI IO
3anMTe HHPOpMaLuy;

- TpoBepka BblMoJHeHHA TpeboBanuil mo 3amurte MCIIJIH OT HecaHKIMOHHPOBAHHOI'O
JIOCTYTIa;

- TIpOBEpKa BBHINOJHEHUS TpeOOBaHMH MO AHTUBUPYCHOHM 3alllUTe aBTOMATH3UPOBAHHBIX
CHCTEM M aBTOMaTHU3UPOBAHHBIX Pa0OYUX MECT;

- TIpoBepKa 3HaHMU PAOOTHUKOB IO BOIPOCAM 3ALIUTHI MH(OPMAIMK U UX COOTBETCTBUS
TpeOOBaHUSAM YPOBHSI MOATOTOBKH /Il KOHKPETHOTO paboyero Mecra;

- ONepaTHBHOE MPUHATHE MEpP MO MPECEUEHHUI0 HapylIeHUuN TpeOoBaHUIl (HOPM) 3aIIUTHI
uHpopmanuu B UCI/1H;

- paspaboTKa MpeaJIOKEHUH 10 YCTPpaHeHUIO (0CIa0JIeHUI0) IEeMACKUPYIOMINX MPU3HAKOB U
TEXHUUYECKUX KaHAJIOB yTeUKU HH(OPMALIUH.

5.3. Kontposnp 3ammtsl MHGOpMAIMM MPOBOJIUTCS C YYETOM pEajbHBIX YCIOBHHA IO BCEM
bu3nYeCKUM MOJIAM, MO KOTOPBIM BO3MOXKEH IepexBar HHpopmanuu, nupkyaupytomeit 8 UCIT/x



OI'bOY BO «Jlarecranckuii TOCYyIapCTBEHHbBIH YHHUBEPCUTET» U OCYIIECTBIISIETCS IO OOBEKTOBOMY
OPUHLIMITY, TpU KOTOPOM Ha OOBEKTE OJHOBPEMEHHO TIPOBEPSAIOTCS BCE BOIMPOCHI 3AIUTHI
uHpopmanuu. [lepeueHb KaHATIOB YTEUKH YCTaHABIMBAETCS B COOTBETCTBUU C MOJIEIIBIO YTPO3.

5.4. B x0/1€¢ KOHTPOJISI POBEPSIFOTCS:

- COOTBETCTBHE MPUHATHIX MEP MO 00ECIIEYCHUIO OE30MMaCHOCTH MEPCOHANIBHBIX JaHHBIX (ajee
— Ob II/In) Mepam, mpeanucaHHBIM 3aKOHOJIATEILCTBOM P® W yCTaHOBJICHHBIM HOPMATUBHBIMU
JIOKYMEHTaMU IPEIIPUSITHS;

- CBOEBPEMEHHOCTb M IOJHOTA BBIMOJHEHUSI TpeOoBaHMil HacTosmero [lonoxxenus u Apyrux
pykxoBoasmux qokymeHToB Ob I1/1H;

- TOJIHOTA BBISBJICHUS JAEMACKUPYIONIMX MPU3HAKOB OXpaHSIEMbIX CBeIeHUIl 00 oO0BeKTax
3alIUTHl ¥ BO3MOXKHBIX TEXHUYECKHX KaHAJIOB YTEUKU MHPOPMALINHU, HECAHKIIHOHUPOBAHHOTO JIOCTYIIA
K HEell ¥ MpOrpaMMHO-TEXHUYECKUX BO3/IEUCTBUI HAa MHPOPMAIIHIO;

- 3¢ (eKTUBHOCTh MPOBEICHHSI OPTaHU3ALMOHHBIX M TEXHUYECKHX MEPOIPHITUN MO 3aIIuTe
nHpopmanuu;

- YCTpaHEHUE paHee BBIABICHHBIX HEAOCTATKOB.

5.5. OCHOBHBIMM BHUJAMH TEXHHYECKOTO KOHTPOJIS SBIAIOTCS BHU3YaJbHO-ONTHYECKHI
KOHTPOJIb, KOHTPOJIb 3(PPEKTUBHOCTH 3alIUTHl MH(GOPMAIMH OT YTEUYKH 10 TEXHHYECKUM KaHajaM,
KOHTPOJIb ~HECAaHKUIHMOHMPOBAaHHOTO JOCTyma K HHOpPMALUM ¥ MPOrPaMMHO-TEXHHUYECKHX
BO3JICHCTBUI HAa MH(DOPMALIHIO.

5.6. [Tomy4eHHble B X0/1€ BeICHUSI KOHTPOJIA Pe3yJIbTaThl 00pabaThIBAIOTCS U AaHATTU3UPYIOTCA B
HENAX ONpPEIeNCHHsI TOCTATOYHOCTH U A(PPEKTUBHOCTH MPEANUCAHHBIX Mep 3alIUThl HH)OPMAIH U
BbIsIBIICHUsST Hapyumienwil. Ilpu oOHapykeHHM HapylieHHH HOpM U TpeOOBaHUN TO 3alIuTe
UHPOpPMALIUK AJMUHUCTPATOp HWH(GOPMAIIMOHHON O0€30IacHOCTH JOKJIAJBIBAET PYKOBOIUTEIIO ISt
IOPUHITHUS UMU PEIICHUs O MpeKpanieHnu o0paboTku UH(POpPMAIMK U MIPOBEIECHUSI COOTBETCTBYIOLINX
OpraHU3al[MOHHBIX U TEXHUYECKUX MEp IO YCTPAHEHUIO HapylleHUs. Pe3ynbTaTbl KOHTPOJIA 3alllUThl
uHpopManuu oGOpPMIIAIOTCA aKTaMu JMOO B COOTBETCTBYIOLIUX JKypHaJlax YydeTa pe3yibTaToB
KOHTPOJISL.

5.7. HeBblinonHEeHUE MPEANUCAHHBIX MeponpusiTuii o 3amute [1J{H, cautaeTcs mpeanochuIKoi
K yTeuke nHpopMarm (anee - MpearnoChlIKa).

[To xaxmoll npeanochbUIKE MAJi1 BBIICHEHUS OOCTOSITENHCTB W MPUYMH  HEBBIOJHEHUS
YCTAaHOBJIEHHBIX TPEeOOBaHUI IO YKa3aHUIO PYKOBOAMTENS MM OTBETCTBEHHOI'O 3a OOecreueHue
0€30M1aCHOCTH MEePCOHATBHBIX JaHHBIX MpHU UX o0padoTke B MUCII/IH npoBoaANTCS paccieioBaHue.

Jlia mpoBeleHusl pacciaeoBaHusl Ha3HayaeTcs KOMHUCCHUSL C MPUBJICUYEHHEM aJMHUHHCTpaTopa
uHpopMalnoHHOM Ge3omacHocTH. KoMuccus o0s3aHa ycTaHOBUTh, UMEa JIM MECTO yTeuKa CBEJICHUH,
U 00CTOSITENLCTBA €l COMYTCTBYIOLME, YCTAHOBUTH JIMIl, BUHOBHBIX B HapyUIEHUM MPEIIHCAHHbBIX
MEpONpUATHIA MO 3ammre HH(POpPMAMH, YCTAaHOBUTh IMPHUYUHBI U YCIOBHS, CIIOCOOCTBOBABILNE
HapyIICHHIO, U BhIpabOTaTh pPEKOMEHAALMU MO UX ycTpaHeHuto. Ilocine okoH4aHMs pacciieZOBaHUS
PYKOBOJUTENIb MPUHUMAET PELICHNE O HAaKa3aHWU BUHOBHBIX JIUI U HEOOXOJUMBIX MEPOIPHUATUSAX O
YCTPAaHEHUIO HEI0CTATKOB.

5.8. Benenue KOHTpoOJIi 3allUThl HHQPOPMALUMU OCYLIECTBISAETCS IYTeM IPOBEICHHS
NEePUOANYECKUX, TUIAHOBBIX U BHE3AITHBIX IPOBEPOK 00BEKTOB 3aluThl. [leprnoauueckue, miiaHOBbIE U
BHE3aIIHbIE MPOBEPKU OOBEKTOB OpraHU3allMM MPOBOJIATCS, KaK MPaBUIIO, CUIAMU aJMUHUCTpATOpa
MH(OPMallMOHHONW 0€30MacHOCTH M (WJIM) OTBETCTBEHHOIO 3a o0ecrneueHue Oe30MacHOCTH
NEePCOHANBHBIX JaHHBIX MpH X 00pabdotke B MICII/IH, B COOTBETCTBUU C YTBEP>KACHHBIM IJIAHOM WU
10 COTJIACOBAHUIO C PYKOBOHUTEIEM.

5.9. Onnoit u3 ¢GopM KOHTPOJIS 3aIIUTHl MHPOPMALMU SBISIETCS 00CiIeA0BaHHE OOBEKTOB
NCTIIa. OHO MPOBOAMTCS HE PEXE OJHOTO pasza B TOJ paboueil rpynmoi B COCTaBe aJJMUHUCTPATOPa
UHPOPMALIMOHHOM 0€30MacHOCTH, OTBETCTBEHHOrO 3a o0ecleyeHne Oe30MacHOCTH MEepCOHATbHBIX
naHHbIX 1pu ux oopadorke B UCII[An wabopmarmu, anmuauctparop MCIIIn. Ins obcnenoBanus
NCIIIH MoxeT npuBiekarbcs: opranuzanus, umeromas auiensno @CTIK Poccuun Ha nesrenbHOCTh
M0 TEXHUYECKOH 3aIuTe HHpOpMalnu.

5.10. O6cnenoBanue VUCII/IH npoBoaMTCSs C LIEIbIO ONMpPEeNeHHs] COOTBETCTBUS MTOMEIICHUH,



TEXHUYECKUX U TPOTPAMMHBIX CPEICTB TPEeOOBAHHSIM TIO 3alluTe WHPOPMAINH, YCTAHOBICHHBIM B
«ATTecTaTe COOTBETCTBUS» (€CIIM MPOBOUIIACH aTTECTaIus) U (Mu) TpeOOBaHUSM IO 0€30MMaCHOCTH
MEPCOHATBHBIX JTaHHBIX.

5.11. B xone oOciaenoBaHus IPOBEPSICTCS:

- COOTBETCTBHE TEKYIIUX YCIOBHHA (YHKIIMOHUpOBaHUS oOcienyemoro oobekra WCIIH
YCIIOBUSIM, CIIOKUBIIMMCSI HA MOMEHT IPOBEPKHU;

- CcOONIOICHHE OPTaHMU3AIMOHHO-TEXHUYECKUX TPEOOBAaHWA TOMEMIEHUH, B KOTOPBIX
pacnionaraerca MUCII/IH;

- COXpaHHOCTh TIeyared, IJIOMO Ha TEXHHYECKUX CpeICTBaxX Ieperaud U oOpaboTKH
uH(pOpMalliK, a TaKKe Ha YCTPOMCTBAX MX 3alUThl, OTCYTCTBUE MOBPEKICHUM SKPAHOB KOPITYCOB
anmaparypsbl, 000JI049eK Kadellel U MX COCTMHEHUN ¢ ITMHAMHY 3a3EMJICHHS,

- COOTBETCTBHE BBINOIHSAEMbIX Ha 00bekTe MCII[IH MeponpusaTuii mo 3amure HHGOpMAIIH
JAaHHBIM, U3JI0’)KEHHBIM B HACTOSIIEM TTOJIOKEHUH;

- BBIMOJIHEHHE TPeOOBaHUI 1O 3amuTe HHOOPMALIMOHHBIX CUCTEM OT HECAaHKIIMOHUPOBAHHOTO
JI0CTYTIa;

- BBINIOJIHEHUE TPEOOBAHUI 110 AHTUBUPYCHOM 3allIUTe.

6. lopsinok o0yuenusi nmepcorana npaxkruke padorsi B UCII[lH B yacTtu odecrnevyeHus
0e30I1aCHOCTH NEePCOHATbHBIX JAHHBIX.

6.1. Ilepen wnHawamom paboret B MCII[IH moap30BaTenyd AOKHBI O3HAKOMHTBCS C
UHCTPYKUMSAMHU IO MCIOJIb30BAHUIO IMPOTPAMMHBIX UM TEXHUYECKHX CPEACTB, IO HCIOJIb30BAHUIO
CPEZCTB 3alUThl UH(HOPMALIMU [IO]] POCIIUCH.

6.2.Ilomp30BaTenM  OJDKHBI  MPOAEMOHCTPHPOBATH  aJIMUHHUCTPATOPy HH(MOPMAIIMOHHON
0€30I1aCHOCTH HaJIM4YKe HEOOXOAUMBIX 3HAHUN M YMEHUH JJIs BBIIOJIHEHUS TPeOOBaHUM HACTOSIIEro
[Tonoxenus. AIMHHHACTPATOpP HWH(POPMALMOHHOW O€30IMaCHOCTH JIOJDKEH BECTH JKypHalI ydera
H0JIb30BaTENEH, TOMYILEHHBIX K UH()OPMAIIMOHHBIM CUCTEMaM IIEPCOHAIBHBIX JaHHBIX.

6.3. [Tomp3oBaTeny, NEMOHCTPUPYIOIINE HEIOCTATOYHBIC 3HAHUS M YMEHHS JUISI 00ecreueHus
0€30I1aCHOCTH MEPCOHAIBHBIX JAAHHBIX B COOTBETCTBUHU C TPEOOBAHUSMH HACTOSILIETO MOJOXKEHUs, K
pabore B UCII/IH He nomyckaroTcs.

6.4. OTBETCTBEHHBIM 3a OpraHU3alMI0 OOYYEHHUS M OKa3aHHE METOJMYECKOW MOMOIIU B
OI'bOY BO «/larecTaHCKMII TOCYAApCTBEHHBIM YHHMBEPCHUTET» SIBISETCA aJIMHUHHCTPATOP
UH(POPMALIMOHHOM 0€30MacHOCTH.

6.5. lns mpoBeeHus 3aHATHIA, CEMHHAPOB U COBEUIAHWN MOTYT NPUBJIEKATHCS CIICIIHATUCTHI
[0 MPOTrPAMMHOMY M TE€XHHYECKOMY OOECIEUEeHHIO, a TAKXKE CIEIHMATUCThl OPraHoOB MO aTTeCTallUu
o0wvextoB UCII/IH, opranuzanuii-nuuen3naroB ®CTIK Poccuu u @Ch Poccun.

6.6. K pabore B HCIIIH nomyckaroTcsi TOJBKO COTPYAHMKH, HPOLIEANINE NEpBUYHBIHI
MHCTpYKTaX mo obOecrneueHnto OezonmacHoctd B WMCIIJIH M mokaszaBiive TBEpAbIE TEOPETHUECKUE
3HaHMS M TPAKTUYECKUE HABBIKM, O 4Y€M JEJIaeTCsl COOTBETCTBYOIIas 3anuch B JKypHane yuéra
nomycka Kk padore B UCII/IH.

6.7. AnmuHHCTpaTOop HWH(POPMALMOHHOM O€30MacHOCTH JIOJDKEH UMeTh MNpoduibHOe
oOpa3oBaHue (JIMOO NWIIJIOMBI O TOBBIIIEHMM KBadU(UKALKK) B 00JIaCTU 3allUThl MHPOpPMAIUU.
PekoMenayercss  NpOXOXKIAEHHE  aJAMHUHUCTPATOPOM  CHEUUAIM3UPOBAHHBIX  KYpCOB IO
aJIMMUHHCTPUPOBAHUIO CPEJICTB 3alIUTHl HH(POpMaluu, ucrnonb3dyeMbix B UCII/IH.

7. Ilopsiaok NpOBepPKHM JIEKTPOHHOIO KypHaia oopamennii k UCIIIH.

7.1. Hacrosaumii paznen Ilonoxenus: onpeaesnsier NopsIoK MPOBEPKH dIEKTPOHHBIX KypHAJIOB
obpamenuit k pecypcam UCIT/IH.

7.2. TlpoBepka »HJIEKTPOHHOTO >KypHajla oOOpalleHH NpPOBOAUTCA C IEJIbI0 BbISBICHUS
HECaHKITMOHHPOBAHHOTO JOCTYTIA K 3arfuiiaemon napopmanuu B UCIT/IH.

7.3. IIpaBo MpoBepKH JIEKTPOHHOTO KypHaia 0OpaleHHi HMEIOT:

- aIMUHHUCTPATOP HHPOPMAITMOHHON 0€30TaCHOCTH;

- OTBETCTBEHHBIN 3a obecneueHre 6€30MacCHOCTH MEePCOHANBHBIX JaHHBIX NMPU UX 00paboTKe B



NCTI/H;

- PYKOBOJUTEIb

7.4. Ha texuunueckux cpencrBax MCIIJH, Ha KOTOpBIX YCTaHOBJIEHBI CIIELUAIN3UPOBAHHBIE
cpeactBa 3ammThl nHopmarmu (manee — C3U) tuna «Crpax», «Secret Net», DallasLock u apyrwue,
IIPOBEPKA 3JIEKTPOHHOIO ’KypHajla IPOU3BOIUTCS B COOTBETCTBUM C IIPUJIAaraeMbIM K ykazaHHbIM C3U
PykoBojacTBOM.

7.5. Ecnu B X0/1€ NEPUOANYECKUX, INIAHOBBIX WM BHEIUIaHOBBIX TpoBepok VICII/IH BhIsBIEHBI
ciy4ail HecaHKUuuMoHHpoBaHHoOro jocrtyna (manee-HCJIl) x wuHbopManuu KOH(PHUACHIHUATHHOTO
XapakTepa, TO BCTyHaeT B cuiy ILII. 3.7., 3.8. manHoro [Tonoxenus.

7.6. IIpoBepke mojiexxar Bce 3eKTpoHHbIe xypHabl UCIT/IH.

7.7. IlpoBepka JOJKHA IIPOBOJUTBHCS HE pEXKE YEM OAMH pa3 B HEACHI0 C IENbI0
CBOEBPEMEHHOTO BBIBIICHUA (DAaKTOB HapylieHus TpeOboBaHui Hactosuiero [lonoxeHus.

7.8. @akTbl TPOBEPOK 3JIEKTPOHHBIX JKYPHAJIOB OTPAXKAIOTCS B CIELUAIBHOM JKypHaje
npoBepok. [locne kaxaoil NpoBEepKH aIMUHUCTPATOp HH(GOPMALMOHHONW OE30MacHOCTH JielaeT
COOTBETCTBYIOILLYK0 OTMETKY B )KypHaJIe U CTABUT CBOIO POCIIHUCH.

8. IlpaBu/ia aHTUBMPYCHOM 3aIIUTHI.

8.1. Ha xaxnom xkomnbiotepe WCII[IH momkHBI OBITH YCTAHOBJECHBI JIMIIEH3UOHHBIE
aHTUBUPYCHBIE CpelCTBa, cepTuduuupoanubie PCTOK PO.

8.2. YcraHOBKa M HayalbHas HacTPOMKa CPEACTB aHTUBUPYCHOI'O KOHTPOJIS Ha KOMIIBIOTEPAX
OCYIIECTBIISICTCS CTIIEUATMCTAMH, OTBETCTBEHHBIMHU 332 TEXHHUYECKOE oOecrieueHne nHPOPMaIMOHHbBIX
CHCTEM YUPEKJICHHS.

8.3. CrennanucTsl, OTBETCTBEHHBIEC 32 TEXHHUYECKOe obOecrieueHre MH()OPMAIIMOHHBIX CHCTEM
YUPEKACHUS, OCYLIECTBISAIOT NEPUOJUUECKOe OOHOBJIEHHME AaHTHUBUPYCHBIX HMAKETOB M KOHTPOJIb UX
paboTOCIIOCOOHOCTH.

8.4.YCTaHOBKY W yJaJ€HUE CPEACTB AaHTHUBUPYCHOM 3aIlUTBl TaKXKE MOKET OCYLIECTBISATbH
aJMMHHUCTPATOP UH(POPMALIMOHHONW 0€30IaCHOCTH.

8.5. SpnbIk (ccbuika) A 3allycKa aHTUBUPYCHOM MPOrpaMMbl JOJDKEH OBITh JAOCTYIEH BCEM
10JIb30BATENISIM UHPOPMAIIMOHHON CHCTEMBI.

8.6. ExxeHenesibHO B Hauyasie pabOThl, MTOCIE 3arpy3Kd KOMITBIOTEPA B aBTOMATUYECKOM PEXHUME
JIOJI’KEH MPOBOJUTHCS] AHTUBUPYCHBIN KOHTPOJIb BCEX TUCKOB U (aillioB KOMIIBIOTEPOB.

OO0s3arenbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOJUIEKHUT Jr00as uHpopmanus (TEKCTOBBIE
¢ainbl 1100bIX (opMaToB, (ailibl JaHHBIX, HCMONHsIEeMble (aiiabl), MHGOpMalUsi HAa ChEMHBIX
HOCHUTENSX (MAarHUTHBIX AMCKaX, JeHtax, CD-ROM u 1.1m.).

KonTtpons wucxonsdmeii uHpopManuu HEOOXOAMMO MPOBOJAUTH HEMOCPEICTBEHHO TIEpea
apXUBUPOBAHUEM M OTIPABKOM (3aIIMChIO HA ChEMHBIN HOCUTEID).

HacTpoiiky cpelncTB aHTUBHPYCHOM 3alllUThl BBIMOJHSET aJAMUHUCTPATOP MH(POPMAIMOHHOMN
0€30I1aCHOCTH, JIMOO CHELUAINCTBI, OTBETCTBEHHBIE 32 TEXHUUYECKOE O0ecleYeHUe YUPEeKICHHS, IO
COTJIACOBAaHUIO aJAMHHHMCTPATOPOM MH(OPMALMOHHON O€30MaCHOCTH.

8.7. ®aiinpl, moMeriaeMbple B 3JEKTPOHHBIM apXWB HAa MarHUTHBIX HOCUTEINSX, JIOJKHBI B
00s3aTeNbHOM  MOPAJKE TNPOXOAUTh AHTHUBUPYCHBIM KOHTpoJsib. Ilepumonuyeckue MpoBEpKH
AJIEKTPOHHBIX APXUBOB JOJDKHBI IIPOBOJUTHCS HE PEXKE OAHOIO pa3a B MECSIL.

8.8. VYcramaBnmBaemoe (M3MEHsSEMOE) TMPOrPaMMHOE OOEcleueHHue JIOJDKHO — OBITh
IIPEIBAPUTEIBHO IIPOBEPEHO Ha OTCYTCTBHE BHpYcOB. HemocpencTBEHHO IIOCIE YCTaHOBKH
(U3MEHEeHMs]) TPOrpaMMHOrO OOECHeYeHHs KOMIbIOTEPa, aIMUHUCTPATOPOM HH(GOPMALMOHHON
0€30IacCHOCTH JJOJDKHA OBITH BhINOJIHEHA aHTUBUpYycHas nposepka UCIT/H.

8.9. Ha xoMmbproTepHI 3ampemmaercs yCTaHOBKa MPOTPAMMHOTO 00ECTICUeHHsI, HE CBSI3aHHOTO C
BBINOJIHEHHEM (DYHKIIMHA, TPEAYCMOTPEHHBIX TEXHOJIOTHYECKUM MPOLecCOM 00pabOTKK HHPOPMALIUH.

8.10. [Ipn BO3HWKHOBEHHMH IIOJO3PEHUSI HA HaJIMYUEe KOMITBIOTEPHOTO BUpYyca (HETHUIHYHAs
paboTta nporpamm, MosiBJIeHUE IrpapUuecKuX U 3BYKOBBIX 3((HEKTOB, NCKAKEHUH JaHHBIX, IPONalaHue
¢aitioB, wyacToe TMOSBICHHE COOOIIEHWH O CHUCTEeMHBIX OIIMOKaXx U T.I.) TOJIb30BaTeNlb
CaMOCTOSITENIbHO (MJIM BMECTE€ C aJMHUHHUCTPATOPOM HH(POPMALMOHHOM O€30MacHOCTH) JIOJKEH



MIPOBECTH BHEOUEPETHOW aHTUBUPYCHBIM KOHTPOJb KOMITBIOTEPA.

B cnyyae oOHapykeHMss TpU MPOBEIECHUU AHTUBHUPYCHOH MPOBEPKU 3apaKEHHBIX
KOMITBIOTEPHBIMH BHpYycamHu (paiiiioB MOIb30BaTENb 00s3aH:

- MPUOCTAaHOBUTH 00paboTKy nanubix B UCII/IH;

- HEME]IJICHHO TIOCTaBUTh B M3BECTHOCTH O (hakTe OOHAPYKEHUS 3apakeHHBIX BHPYCcOM (haidioB
aAMUHHCTpaTopa MHGOPMAIMOHHON  0E30MacHOCTH, a TakKKe CMEXHbIe IOApa3JIeICHHUS,
HCTIOJIB3YIONIHE 3TH (aiiibl B pabore;

- COBMECTHO C BIJIQJICJIbIIEM 3apa)XKeHHBIX BUPYCOM (ailioB MPOBECTH aHAIU3 BO3MO>KHOCTH,
JAIIbHENUIIET0 UX UCIIOJIb30BaHUS;

- IPOBECTH JICUCHHUE WIIM YHUUYTOKEHUE 3apaKEHHBIX (ailyioB.

8.11. OTBETCTBEHHOCTD 32 OpPraHU3aIMI0 aHTUBUPYCHOTO KOHTpoJs B CII/IH B cOOTBETCTBUH
¢ TpeboBaHusiMu Hacrtosimiero [lomoxkeHus Boznaraercss Ha aIAMHHHCTpaTopa HH(OPMAlMOHHOU
0€30MacHOCTH.

8.12. OTBETCTBEHHOCTh 3a MPOBEACHHE MEPONPUATUN aHTUBHPYCHOM 3allUTHl B KOHKPETHOM
UCTI[Jn u coGmronenue TpeOoBanwii Hacrosmiero [lomoxkeHwsl Bo3jiaraercs Ha CHEIUAIKUCTOB TIO
TEXHUYECKOMY 0OecleyeHuto, aJMHMHUCTpaTopa HH(POpPMAIMOHHOW O0e30macHOCTH U BCeX
nosb3oBareneit ganno UCIdH.

9. IlpaBujia NapoJIbHOM 3aIUTHI.

9.1. [lanHble mpaBWiia PErIaMEHTHPYIOT OPraHU3allMOHHO-TEXHUYECKHE MEpOIPHUITUS 10
00ecrevyeHnIo MPoLecCcOoB reHepallui, CMEHbI U npekpaiienus aeiictsus naponei B UCII/IH, a Taxke
KOHTPOJIb JIeHCTBUI N0JIb30BaTENEH pU paboTe ¢ MAPOIISIMH.

9.2. Opranu3aoHHOE U TEXHHUYECKOE 00ecreueHue MpoIeccoB reHepaliy, NCIOIb30BaHNUS,
CMEHbI M TpeKkpalieHus aedcTBus napoieil Bo Bcex mnoacucremax VCII[AH u xoHTponb JedcTBUI
NoJb30BaTeNeld mpu paboTe ¢ MapoIsiIMH BO3JAraeTcs Ha aIMHHUCTpaTopa HH()OPMAIMOHHON
0e30MacHOCTH.

9.3. Jlnynple mapoyiM IOJHKHBI TE€HEPHPOBATHCS M PACHPEIENATHCS LEHTPAIN30BAHHO JHOO
BBIOMPATHCS T0JIB30BATENSIMU  OOBEKTa BBIYHUCIUTENBHOM TEXHUKUM CAMOCTOSTEIBHO C YYETOM
CIEYIOIUX TPEOOBAHMIA:

- IapoJib JOJKEH OBbITh HE MEHEe 6 CUMBOJIOB;

- B YHUCJIE CUMBOJIOB NapOJsl 00A3amenbHo TOJKHBI IIPUCYTCTBOBATh OYKBBI B BEPXHEM WIIH
HIDKHEM PErrucTpax, Hudpsl W/HiIH crenuansHbie cumBoitel (@, #, $, &, *, % u 1.11.);

- CHMBOJIBI Haposied uisi pabouyMX CTaHIUI, Ha KOTOPBIX YCTAHOBJIEHO CPEICTBO 3alllUThI
UHPOpPMALlMM OT HECAHKIMOHUPOBAHHOTO JIOCTYyMa, JOJDKHBI BBOJUTHCS B PEXHMME JIATUHCKOU
pacKJaaK KIaBHaTyphI;

- Maposib He JOJDKEH BKIIOYaTh B CE0S JIETKO BBIUMCIISIEMBIE COUYETAHUS CHUMBOJIOB (MMEHA,
damunmun, HamMmeHoBaHuss APM 1 T.11.), a Takxke oOmenpursThie cokpamenus (3BM, JIBC, USER u
T.1L.);

- IPY CMEHE MapoJIsi HOBOE 3HAYEHHE JOHKHO OTIMYATHCS OT MPEIbIAYIINX;

- [I0JIb30BATEb HE UMEET MpaBa COOOIIATh JIMYHBIN MapoJib APYTUM JIHIIAM.

9.4. Anvunuctparop MCIIlH mepenaer cBom ayTeHTH()HKAIMOHHBIC IaHHBIC /IS 3aITycKa
npuknaasoro 110 Bl UCII/In Ha Oyma)kHOM HOCHTEJE B Olle4aTaHHOM KOHBEPTE aJJMHUHUCTPATOPY
MH(OPMaLlMOHHON 0€30MacHOCTH, KOTOPBI B CBOIO OYEpEb XPAHUT UX B 3aKPHIBAIOLIEMCS Ha KIIIOY
XpaHUIUIIE.

9.5. B ciryuae umeronieicst ciyeOHOH HEOOXOIUMOCTH, TPOAMKTOBAHHONH BO3HHKHOBCHHEM
HEIITaTHBIX CUTYallui WM IpYTrux Gopc-MakOpHBIX (aKTOPOB, IPU YCIOBUU OTCYTCTBHUS Ha pabouem
mecte nosab3zoBatens MCIIIH, pykoBoauTenpb noapasaeneHust opopmiseT B MUCbMEHHOM BUJIE 3aBKY
Ha cOpoC Mapojsi OTCYTCTBYIOILETO MOJIb30BATENsl M HAMPaBIISIET €€ OTBETCTBEHHOMY 3a o0ecredeHne
0€30MacHOCTH TEpPCOHAJBbHBIX JaHHBIX Hpu ux ob6pabotrke B WCIIJIH. B 3asdBke HOMKHO OBITH
U3JI0KEHO 000CHOBaHUE HEOOXOIUMOCTH cOpoca maposs, ykazansl @.1.0. nonp3oBaTens, yeit napoib
HeoOxoaumo copocutsb, ©.M.0O., 1OTKHOCTH clienuanucTa, KOTOpbIi OyJeT OCYIIeCTBIATh 00pabOTKy



II/TH OT UMEHHU OTCYTCTBYIOLIETO IOJIB30BATENsA, @ TAK K€ BPEMEHHON OTPE30K, B TEYEHHE KOTOPOTO
UM OyJzieT mpou3BOAUThECS 0O6padoTka I1/1H.

9.6. B ciyuae, ecnu OCHOBaHHUS, yKa3aHHBIE B 3asBKE, SIBIISIOTCS JOCTAaTOYHBIMU JUIsl cOpoca
napoJisi, OTBETCTBEHHBIN 3a 3alMTy MH(POPMALUHU IOPYydYaeT aJMUHUCTPATOPY HH(OPMAIMOHHON
6e3omacHocTn cOpocutb, ycraHoBineHHbi B C3U or HCJI, nuuHbBIil mapois yKa3aHHOTO B 3asiBKE
H0JIb30BATENS.

9.7. B cnyuae, eciu nmpuknaanoe 10 BJ MCIT/In oGmamaer cucremoil ayreHTUUKAINH,
napoJib s 3amycka npukiagHoro 1O copaceiBaer agmunuctparop MCIIIH, 1160 OTBETCTBEHHBIN
NOJIb30BaTeNb, 1O TOW JK€ 3asBKE, B Clyyae HX OTCYTCTBHS MapoJib MMEET IpaBO COPOCHUTH
aJIMUHUCTPATOp MH(OPMAIIMOHHOM O€30IaCHOCTH, BOCIOJIb30BAaBUIMCh [UI1 BXOJa B CHCTEMY
yIpaBJIeHUS ayTeHTU(UKAMOHHBIMU JaHHBIMU agqmuHucTparopa MCII/IH.

9.8. Tlocne BwIMOTHEHUS HEOOXOAMMBIX PaOOT BCE MAapojd HM3MEHSIOTCS M Ha OYMa)KHBIX
HOCHUTEISIX B OIEYaTaHHbIX KOHBepTe, nepenarorcs mnonb3oBatenssM WCIIJIH. Ilocne »3toro
II0JIb30BATEIM YCTAaHABIIMBAIOT ce0e HOBBIE IAPOJIH.

9.9. IlonHas miaHoBas CMEHa MapoJieil MOJb30BaTENeH TOJKHA MPOBOAMTHCS PETYISPHO, HE
peke 0HOTO pas3a B TeueHue 60 gHeil.

9.10. BHeruraHoBass CMEHa JIMYHOTO MApOJIsi WJIM yJAJICHHE YUYETHOH 3aliCH TMOJB30BATEs
NCIIIH B ciay4ae nmpeKpaleHus ero moJHoOMouuil (yBoJIbHEHHE, Iepexo]l Ha APYTrylo paboTy BHYTpHU
OpraHu3al ¥ T.II.) JAOJDKHA TPOHM3BOJIUTHCS aIMHUHHCTPATOPOM HH(OPMAITMOHHOW Oe30macHOCTH
HEMEJUIEHHO I0CJ€ OKOHYAHHUS MOCIEJHEro ceanca paboThl JJAHHOTO IMOJIb30BaTeNs C CUCTEMOM Ha
OCHOBaHUU yKa3aHUs HauyaJlbHUKA OTJEINA.

9.11. BuennaHoBas MOJIHas CMEHa IapoJieil BceX MOJb30BaTesIed JOJKHA MPOU3BOAUTHCS B
cllydae MpeKpalleHus MoJIHOMOUYni (YBOJIbHEHHE, [IEPEXO/ HA IPYTYI0 padOTy BHYTPH OpPraHU3alNU U
Jpyrue o0CTOATEeNbCTBA) aIMUHUCTPATOPa HH)OPMAIIMOHHOH OE30MaCHOCTH.

9.12. B cnmydae kommpomeranuu JmgHOro maposst mosb3oBarens MCII[H A0mKHBI OBITH
HEMEJUIEHHO MPEJIPUHATH MEPBI 10 BOCCTAHOBJICHUIO APOJIbHON 3aIlIUTHI.

9.13. KoHTposib AEHCTBHIA MOJIb30BATENCH MPU PadOTEe ¢ MApOJISIMHU, COONIOIEHUE TOPSIKA HX
CMEHbI, XpaHEHUs U HCIOJb30BaHMSA BO3JIAraeTcs Ha aJMUHHUCTpaTopa HMH(OPMAIMOHHON
0€30MacHOCTH.

10. MpaBuia o0HOBJIEHUS U KOHPUIYpPHUPOBaHHSI MporpaMMmHoro odecnedyenuss C3U u
IIpuKkJIagHOr0 NPOrPaMMHOro odecrevYeHnsl, HCIO0JIb3yeMoro Ajast oopadorku I1/1H.

10.1.HacTostiimue mpaBuiia perJaMeHTUPYIOT olecrieueHrne 0e30MmacHOCTH WHGOpMAIuu TpH
IpoBe/IeHUN OOHOBICHMS M KOH(PUrypHpoBaHUs mporpammHoro obecneuenuss C3U u IlpukmnagHoro
MPOrpaMMHOTO 00€CTIeUeHHUs, UCTIOIB3yeMOoTo it oopadoTku I1][H.

10.2. Bce usmenenust nporpammHoro obecnedenus C3M u IlpukinagHoro mporpamMMHOro
oOecrnieyeHus, HCMoiab3yeMoro s oopabotku I1/IH, MOMKHBI TPOM3BOAUTHCS aIMUHHCTPATOPOM
MHPOPMALIMOHHOM 0€30MacCHOCTH /WM JIMIIAMU OTBETCTBEHHBIMH 3a TEXHUYECKOE oOecleyeHue
yupexJeHuss (IpU COrJIacOBaHUM C aJMMHHUCTPAaTOpOM HH(OpPMalMOHHOM ©e301acHOCTH), Ha
ocHOBaHMU 3asiBKM aamuHuctparopa WCII/IH, HampaBisieMoil OTBETCTBEHHOMY 3a 00palOoTKy
NIEPCOHAITBHBIX JTaHHBIX.

10.3. OOHoBIEeHHE M KOH(Urypalnus MPOrpaMMHOI0 OOeCledeHus, He HUCIOIb3yeMOro JUIs
HernocpencTBeHHo o00pabdotku I[1/ln m He sBmsromerocss [10 C3U, a Ttaxxke anmapaTtHOU
cocrapistomieil  anemenToB MCIIJIH, ocymecTBiaseTcss COTPyAHMKaMH OTAENa TEXHUYECKOIO
oOecrieueHns yupexIeHUs: B OOBIYHOM TOPSIJIKE.

10.4. B cnyuae ecnu APM mnpoxoawsl aTTeCTallMi0 COOTBETCTBUSL TPEOOBAHMSAM 3aIIUTHI
uH(popMaIuu, U3MEHeHHe anmnapatHo — nporpammHoi coctasistomei MCII/In Takke mpou3BoauTcs
OCHOBAHUU 3a51BKH.

10.5. WM3menenme xkoH¢urypamun mnporpammubix cpencts MCIIJn  kem-mubo, kpome
BBILIETIEPEUUCIIEHHBIX YTIOJTHOMOYEHHBIX COTPYIHUKOB 3anpeu|eHo.



10.6. IIpouenypa BHeCeHHsI H3MEHEHUH B KOHQUTypaluio nporpaMmHoro obecrieuenuss C3U u
[TpuknangHoro mporpaMMHOro oOecreudeHus, Hcmoib3yemoro ans oopadortku I1J[H, mHMIMHpYeTcs
3assBkoi anmMunucrtparopa UCII/IH.

10.7. B 3asBKe MOTYT YKa3bIBaThCsl CIIEAYIOIIHME BUIbl HEOOXOJUMBIX M3MEHEHUH B COCTaBe
annapartHblX U nporpammubsix cpeacts MCITH:

- yCTaHOBKa (pa3BepThIBaHHE) Ha KOMIBIOTEP(bI) IPOrPaMMHBIX CPEACTB, HEOOXOIMMBIX
JUIS PEUICHHUs OTIpe/IeIeHHON 3aauu (Jo0aBieHre BO3MOKHOCTH pEIIEeHHs JaHHOH 3a/1a4i B JaHHOU
UCTI/In);

- oOHOBJIeHHE(3aMeHa) Ha KOMITbloTepe(ax) MPOTPaMMHBIX CPEICTB, HEOOXOIMMBIX IS
pelleHus: onpeaeneHHol 3a1aun (0OHOBJIEHHE BEPCHUM MCIOJB3YEMBIX JJISi PEUICHHs OIpeeIeHHON
3a/1a4M [IPOrpamm);

- yJaJleHHE C KOMIbIOTepa MPOrPaMMHBIX CPEJICTB, UCIOJIb30BABLIMXCSA ISl PEIICHUS
OnpeneNeHHOW 3amayn  (MCKIIIOYEHHE BO3MOXKHOCTH pEIICHUS JAHHOM 3aJadyd  Ha JaHHOM
KOMITBIOTEPE).

10.8. 3asBky aamunuctparopa MHCII[IH, B koTopoii TpeOyeTcs NpPOU3BECTH HW3MEHEHHS
KOH(UTYypallui, paccMaTpuBaeT pPYKOBOAMTENb, BHU3HPYET €€, YTBEpXKIas TEM CaMbIM
MIPOM3BOJICTBEHHYIO HEOOXOIMMOCTh TIPOBEICHHSI YKA3aHHBIX B 3asiBKE M3MEHEHUH, ITOCIIE Yero 3asBKa
nepegaeTcsl aIMUHUCTPATOPY MHGOPMAITMOHHON 0€30MacHOCTH ISl HETIOCPEICTBEHHOTO UCTIOHEHUS
paboT MO BHECEHHWI0O W3MEHEHHWH B KOHQUTYpAlMI0 KOMIBIOTEpA YKa3aHHOTO B  3asBKe
CaMOCTOSITENIbHO WM C MPHUBJICYCHHEM COTPYJHUKOB, OTBETCTBEHHBIX 3a TEXHHUYECKOE OoOecredeHue
YUPEKACHUSI.

10.9. IloaroroBka oOHOBIEHUsA, MOAU(PHUKAIMK OOIIECUCTEMHOTO W  MPHKJIAJTHOTO
nporpammuoro obecneuenus MCII/IH TecTupoBanue, CTCHIOBBIC UCIIBITAHUS (IIPH HEOOXOJAUMOCTH) U
nepegaya MCXOJHBIX TEKCTOB, AOKYMEHTAIMM U JUCTPUOYTUBHBIX HOCHUTEJIEH MpOrpaMM B apXuB
TUCTPUOYTUBOB YCTAaHOBJICHHOTO MPOTPAaMMHOTO OOecreueHus, BHECEHHE HEOOXOMMBIX M3MEHEHHH
B HacTpoiiku cpeacts 3amuThl oT HCJ] u cpeacTB KOHTPOIIS 1EeI0CTHOCTU (hailloB HA KOMIIbIOTEpax,
(oOHOBIIEHWE) W YyHAJICHHWE CHUCTEMHBIX M TPUKIAIHBIX IPOTPAMMHBIX CpPEACTB IPOU3BOIAMUTCS
aIMHUHHUCTPATOPOM HMH(OPMAIIMOHHON OE30MaCHOCTU IO COTJIACOBAHHMIO C OPTraHOM I10 aTTecTaluu (B
cily4yae, €Ciu MpOBOAMJIACH arTecTanus), npoBoauBmiuM artectauuio ganHoit WCIIIn. PaGotsl
MPOU3BOJATCS B pucyTcTBUM agmunuctpatopa MCIIAH.

10.10. VYcranoBka wmm oOHoBneHne mnoacucteM WCII/IH MOMKHBI TMPOBOAWUTHCS B
COOTBETCTBUM C TEXHOJOTHEH MpOBEACHUS MOJU(PHUKAIMA NPOrpaMMHBIX KOMILUIEKCOB JaHHBIX
MOJICKICTEM, YKa3aHHOW B TEXHHUYECKOW JOKYMEHTAIMH, €CIIM TaKOBasi UMEETCSI.

10.11. VYcranoBka u obOHoBineHue [IO (cucTeMHOro, TECTOBOrOo W T.I.) Ha KOMIIBIOTEpaxX
NPOM3BOJUTCS TOJNBKO C OPUTHHAIBHBIX JIMIIEH3UMOHHBIX JAUCTPUOYTHBHBIX HOCHUTENEH (IHCKET,
KOMIIAKT-JMUCKOB M T.I.), mpukaagHoro [IO — ¢ 3TaJOHHBIX KONHMH NPOTrPaMMHBIX CpPEJICTB,
TIOJTYYCHHBIX M3 apXHBa AUCTPUOYTUBOB YCTaHOBIEHHOT'O IPOTPAMMHOTO 00ECTICUSHHS.

10.12. TIO cpeactB 3amuThl HHPOPMAIUM YCTAaHABIMBAECTCA C HOCHUTENEH, 00aJaronux
CHeHMalIbHOM Trojorpaduueckoil HakJIEeHKOH, MOJATBEPXKIAIOUIEH HX MOJJIMHHOCTh, €CIM HHOE HE
yKa3aHo B IOKyMeHTaluu K qanaomy I10.

10.13. Bce pmobOaBnsieMble TpPOTPaAaMMHBIE M alllapaTHbIE KOMIIOHEHTHI JIOJDKHBI OBIThH
IpeBapUTENbHO IPOBEPEHBI HAa pabOTOCIOCOOHOCTD, a TAKXKE HA COBMECTUMOCTB C YCTAHOBJIEHHBIMU
IPOrpPaMMHBIM 00€CTIEYEHUEM U ONIEPALIMOHHON CUCTEMOM.

10.14. TIlocne ycranoBku (oOHoBienus) IIO, agmuHUCTpaTop UH(DOPMAIMOHHOM
0€30IMaCHOCTH JIOJDKEH MPOM3BECTH TpeOyeMble HACTPOHKM CPEICTB YIPABICHHS JIOCTYIIOM K
KOMIIOHEHTaM KOMIIbIOTEPa, MPOBEPUTH paboTococoOHOCTh 1O M MpaBUIBHOCTH MX HACTPOMKH U
IIPOU3BECTH COOTBETCTBYIOIIYIO 3anuck B <«OKypHasme ydera HemrartHeix curyauuid B MCII/IH,
BBITIOJIHEHUST MPO(QUIAKTUYECKUX paboT, yCTAaHOBKH, MOJU(HUKAIMKA MPOTPAMMHBIX CPEJICTB Ha
komnbiorepax WCII[In», nemaer OoTMETKY O BBINOJIHEHUWH (Ha OOpaTHOM CTOpOHE 3asBKH) U B
«TeXHUYEeCKOM MacrnopTe».

10.15. ®opmar 3ammceir «Kypuama ydera HemTaTHbIX curyaruii VICIT/{H, BbIMOTHEHHS
npopMIaKTHYeCKUX padoT, YCTAaHOBKM M MOJU(UKAIMK IMPOrPaMMHBIX CPEICTB HAa KOMIIbIOTEpax



NCTI/In» ycraHaBiuBaeTcs NpUKa3oM pykoBoauTenst Opranu3aiui.

10.16. Ilpu BO3HMKHOBEHHH CHUTYyalluid, TPEOYIOIMUX TEperadyd TEXHHUYECKUX CPEJCTB B
CEpBUCHBIN IIEHTP C IEJIBI0O PEMOHTA, OTBETCTBEHHBIM 3a €€ JKCIUTyaTallHi0 JIOKJIAJIbIBaeT 00 3TOM
OTBETCTBEHHOMY 3a o0ecreueHue Oe30MacHOCTH IEPCOHANbHBIX JaHHBIX IpU HX 00paboTke B
NCTIIH, KOTOPBI B CBOIO OY€peb CBSA3BIBACTCS C COTPYIHUKAMHU OpraHa IO arTecTtaluu (B ciydae,
€CJIM MPOBOAMIIACH aTTEeCTallusl) U B JajbHEHIEeM AEUCTBYET COTJacHO WX HMHCTpyKuuid. [Ipu stom
aJIMUHUCTPATOP HMH(OPMAIIMOHHONW O0€30MacHOCTH 00s3aH NPEANPHHITH HEOOXOAMMBIE MEpHI IS
3aTHpaHus 3aluiaeMoid MHGOpMaIUM, KOTOpas XpaHWIAach Ha JMCKAaX KomibioTepa. OpUTHHAIBI
3as1BOK (JIOKYMEHTOB), HA OCHOBAHUU KOTOPBIX IIPOU3BOJMINCH U3MEHEHUS B COCTaBE MPOTPaMMHBIX
CPEICTB KOMIBIOTEPOB C OTMETKAMHM O BHECEHUM HM3MEHEHHM B COCTaB MPOrPAMMHBIX CPEICTB,
JOJKHBI XpaHUTbC BMecTe ¢ TexHuueckuM nacrnoproM Ha MCIIIH u «KypHanom ydera HEIUTaTHBIX
cutyaruii - UCII/IH, BeImoaHeHUs TPOPMIAKTHYECKUX padOT, YCTAHOBKM M  MOJIU(DUKAIIUN
IpOTpaMMHBIX cpencTB Ha komnbioTepax MCIIJIH» y oTBeTcTBEHHOTO 32 o0ecreyeHrne 0e30macHOCTH
MePCOHANIBHBIX TAaHHBIX MpU ux oopadotke B UCIIJIH.

10.17. Konuu 3asBOK MOTYT XpaHUTbCS y aIMUHUCTPATOPA HHPOPMALIMOHHOHN 0€301MacHOCTH:

- st BocctanoBieHus: koHdurypauuu MUCIT/IH nmocne aBapwuii;

- Uil KOHTposisi TmipaBoMepHocTd ycraHoBku Ha MWCII[In cpenctB mansg  peuieHus
COOTBETCTBYIOIIUX 3a7a4 IpU paz0ope KOH(PIUKTHBIX CUTYaIIU;

-JIJIs1 IPOBEPKU MPABUIILHOCTH YCTAaHOBKH M HACTpOMKH cpenacts 3amuTtbl UCII

10.18. ®akT yHUYTOXKEHHUS JaHHBIX, HaXOJIUBIIMXCA HAa JIMCKE KOMIIbIOTEpa, odopmisercs
aKTOM 3a MOJIUCHI0 aIMUHUCTpaTOpa HHGOPMAIIMOHHON Oe3onacHOoCTH U anMunaucTparopa MCII/Ix.

11. YnpaBieHue y4eTHbIMH 3alIUCSIMU N10JIb30BaTeJICH.

11.1. C uenbro coOitoJeHUs MPHHLMIA EPCOHAIBHOW OTBETCTBEHHOCTH 3a CBOM JIEHCTBHS
KaXKJIOMY COTPYIHUKY, TOMYIIEHHOMY K padote Ha komnbloTepax konkpetHoit UCII/IH, nomkHa ObITh
CO3/1aHA YHMKaJIbHAsl YUYETHAs 3alIACh I10JIb30BATEIS.

11.2. Pa6oty B UCII/IH COTpYyIHUK JOJKEH OCYIIECTBISTH TOJIBKO C UCIOIB30BAHUEM CBOETO
YHUKaJIbHOTO UMEHH MoJib3oBaTens. Padora B UCII/IH nox uyoi yueTHOH 3aluChio, KPOME CIy4aes,
ONMCAHHBIX B 11.9.5, 3anpewena.

11.3. IIponenypa peructpanuu (Co3aHusl yYETHOH 3alMCcH) MOJIb30BaTENs U NPEAOCTABICHUS
eMy (unum u3MeHeHMsl ero) mnpaB jgoctyna K pecypcam HWCII[IH wuHUnuupyercs 3asBKOM
aamunuctparopa UCITIn no nmpunaraemoit popme k Hactosiemy [Tonoxenuro.

B 3asBKke yka3biBaercs:

- CO/ep)KaHUe 3amlpallvBaeMblX H3MeHeHHH (perucrpauus HoBoro mnomb3oBarens MCII/H,
YAAJICHHE YYETHOM 3alMCH M0JIb30BATENs, PACIIMPEHUE WU CYKEHUE ITOJTHOMOYMHI U IIpaB JIOCTYIA K
pecypcam MCII/IH paHee 3aperucTpupOBaHHOTO M0JIb30BaTENs);

- TOJIKHOCTB (C MOJHBIM HAMMEHOBAaHUEM OTJIeNa), (aMIIINs, UMSI U OTYECTBO COTPYIHHUKA;

- UM OJIb30BaTeNs (Y4eTHOM 3alucH) JaHHOTO COTPYAHMKA;

- IOJIHOMOYHS, KOTOPHIX HEOOXOAMMO JIMIIMTH IOJIb30BATENS] WM KOTOpPble HEO0OXOIUMO
N00aBUTh MOJIB30BATENIO (ITyTEM YKa3aHUs pellaeMbIxX rnosnb3oBateneM 3a1ad B UCIIH).

11.4. 3asBky paccmMaTpuBaeT pYKOBOJUTENb, BU3HpPYS €€, YyTBepKIas TEM CaMbIM
IPOM3BOJICTBEHHYIO HEOOXOJUMOCTh JIONMyCKa (M3MEHEHHUs IpaB JOCTYIAa) JAHHOTO COTPYAHHMKA K
HEOOXOIUMBIM I PELIEHUs UM YKa3aHHbIX B 3asBKe 3a1au pecypcam MCII/InH. 3arem noanuceiBaer
3aJjaHie aJMUHUCTPATOPY MHPOPMALMOHHOM 0€30MacHOCTH Ha BHECEHUE HEOOXOJMMbIX U3MEHEHHUH B
CIIMCKH MOJIb30Barelield cooTBeTcTBYronmx nojacucreM MCITIH.

11.5. Ha ocHOBaHMM 33/JaHus, B COOTBETCTBUHU C JOKYMEHTAIMed Ha CPEJCTBA 3alUTHl OT
HECaHKIMOHMPOBAHHOTO JIOCTyMa, aJMHHHUCTPATOp HUHGOPMAIMOHHON O€30MacHOCTH MPOU3BOJUT
HE00XO0/IMMBIE OTIepalliu MO CO3AaHUI0 (YAAJTCHHUIO) YU€THON 3allMCH M0JIb30BaTeNsl, IPUCBOCHUIO EMY
HAYaJIbHOTO 3HAa4YeHMs] MapoJid (BO3MOXHO TaK)Ke PEruCTpalfio MEepPCOHAIBHOIO HIEHTHU(PHUKATOpA),
3asBIEHHBIX NpaB jgoctyna k pecypcam MCIIJIn u apyrue HeoOXoaumble AEHCTBHS, YKa3aHHbIE B
3agaHuu. Jlyig Bcex moJib30BaTelnei JOHKEH ObITh YCTAaHOBJIEH PEXHUM MPUHYAUTEIHLHOTO 3ampoca
CMEHBI IapoJIs He peke 0JTHOTro pas3a B TeueHue 60 aHei.



11.6. TIlocne BHeceHHWS UW3MEHEHHWH B  CIOHCKH  TOJb30BATeNled  aJIMUHUCTPATOP
nH(pOpManMOHHOW  0€30MacHOCTH  JTOJDKEH  OOeCNeYuTh  HACTPOWKH  CPEACTB  3allUThI
COOTBETCTByIOIUE TpeOoBaHusM Oe3omacHoctu ykazanHoit WCII/IxH. [lo okoHuaHWM BHECEHUS
M3MEHEHUH B CIMCKHM II0JIb30BaTENIE B 3asBKE JEJIaeTCs] OTMETKAa O BBIIOJIHEHUM 3a/1aHUs 3a
MOJIKCHIO UCIIOTHUTENS — aIMUHUCTPATOP HH(POPMAIIMOHHON OE€30MaCHOCTH.

11.7. WcnonHeHHble 3asgBKa M 3aJaHHE XPaAHATCS Yy aJMUHHUCTpaTopa HH(DOpPMALMOHHOM
0€30MacHOCTH.

OHHU MOT'YT BIIOCJIEICTBUU UCIOJIb30BATHCS:

- JUIsl BOCCTaHOBJIEHUS IIOJTHOMOYMI nosib3oBareneil nocne apapuit UCII/1H;

- 111 KOHTPOJIS. IPaBOMEPHOCTH HAIMYUS Y KOHKPETHOIO IMOJIb30BATENs MIPaB JOCTYIA K TEM
i uHbIM pecypcam UCITIx npu pazdope KOH(GIUKTHBIX CUTYalni;

- 17151 IPOBEPKU COTPYAHUKAMU KOHTPOJIMPYIOLUIMX OPraHOB MPABUIBHOCTH HACTPOMKHU CPEACTB
pasrpanudenus gocryna k pecypcam UCIIH.

12. Tlopsigok KOHTPOJS COOJIOAeHUS] YCJAOBHIl HCIOJb30BAHMS CPEACTB 3aIMThI
uH(pOpMALUH, B TOM YHCJIe KPpUNTOrpaduiyecKux.

12.1. Jlannsiii paznmen [lomoskeHUs: omnpenenseT MOPSAOK KOHTPOJS COONIONEHHS YCIOBHIA
UCIIOJIb30BAaHUS CPE/ICTB 3aIuThl HHGopManuu (naiuee - C31).

12.2. TexHu4eckue CpelcTBa 3aIIUTHl UHPOPMALUU SBISIFOTCS BaXXHBIM KommoHeHToM OB
I11H.

12.3. Tlopsok pabotsl ¢ Texaudeckumu C3U ompeznenieH B COOTBETCTBYIONMUX PYKOBOACTBAaX
o HacTpoilike W ucnoiab3zoBaHuo C3M o00s3aTenbHBIX A HCHOJIHEHUS, KAaK COTPYAHUKAMHU
00pabaTpIBarOIIMMU KOHOUACHINAIBHYI0 HHPOPMALIUIO, TaK U aJMHHUACTPATOPOM HH(OPMAITMOHHON
0e30MacHOCTH.

12.4. TIpaBo nmpoBepKH COOIIOACHUS YCIOBUH HCIIONB30BaHUS CPEACTB 3alIUTHI HH()OpMAIHH
UMEIOT:

- PYKOBOJUTEIIb;

- OTBETCTBEHHBII 32 00pabOTKy NEpCOHANbHBIX JAHHBIX;

- aIMUHUCTPATOP WHPOPMAITMOHHOHN 0€3011aCHOCTH.

12.5. TlonwzoBatemnto MCII/IH kaTreropudecku 3anpeniaeTcs:

- oTkmouars C3U;

-IPOU3BOANTE 00pabOTKY KOH(MUIACHIMAIBHOW HH(pOpMALUK B cilydyae HepabOTOCIIOCOOHOCTH
cpencts ee 3amuTsl (C3N);

- MeHATh HacTpoiiku C3U.

12.6. Ecnu B X0/e MepHOANYECKHX, TUIAHOBBIX WM BHe3anmHbIX npoBepok VICII/IH BBIsSBICHO
HapyumeHue TpeboBanus 1. 10.5. To noanexat npumenenuto .. 3.7., 3.8. nannoro Ilonoxenus.

12.7. Kpunrorpadgudueckue cpeacTBa 3alIUThl WHPOPMAIWK JOJDKHBI HCIIONB30BaThCS B
COOTBETCTBUM C TEXHUUYECKON U HKCIUTyaTallMOHHON JOKYMEHTAIlel Ha HUX, a TaK)Ke B COOTBETCTBUU
C TpaBUJIaMH TTOJIb30BaHUS HMHU.

13. Ilops/10K 0OXpPaHBI U IONYCKA MOCTOPOHHMX JIHI B 3alUIaeMble TIOMeIIeHHs.

13.1. Mannsrii pa3zaen [lonoxxeHus ycraHaBiIMBaeT Nopsiiok oxpansl nomemenuit UCIT/IH.

13.2. BckppITHE W 3aKpHITHE MMOMENICHUN OCYIIECTBISETCS COTPYIHUKAMH, pa0OTAIOIMIMMHU B
JIAHHBIX ITOMELICHUSX.

Cnucok COTpYIHHMKOB, UMEIOIIMX IPaBO BCKPBIBATh (ClaBaTh IOJ OXpaHy) U OIEYaThIBaTh
IIOMEIICHUS YTBEPKAAETCS PYKOBOIUTEIIEM U IIEPENAETCA HA ITOCT OXPAaHBI.

13.3. Tlpu OTCYTCTBHM COTPYIHHUKOB, OTBETCTBEHHBIX 3a BCKPBITHE ITOMEUICHWH, TaHHBIC
MOMEIIEHUSI MOTYT OBITh BCKPBITHI KOMHCCHEH, CO3/laHHOW Ha OCHOBaHUM mpukasza. Komuccueit
COCTAaBJISIETCS] AKT BCKPBITHSL.

13.4. Tlpu 3aKpbITHM MOMEUICHUN COTPYAHUKH, OTBETCTBEHHbIE 3a MOMEILEHUS, MPOBEPSIIOT
3aKpbITHE OKOH, BBIKJIIOYAIOT OCBEIIEHHE, OBbITOBbIE MPHUOOPHI, OPIrTEXHUKY M IPOBEPSIOT
IPOTHBOIOXKAPHOE COCTOSHUE MOMEIICHHUS, & JOKYMEHTbl W HOCHTENIM HH(POpPMAILMH, Ha KOTOPBIX



COJCpKHUTCA KOH(HIEHIMAIbHAs HH(pOpMaIMs, yOHpaIOT A XpaHEHUs B OINedaThIBaeMblid ceid
(Meramnyeckuit mkag). 3akpblBaeMO€ MOMEIICHUE OINEeYaThIBAeTCsS JIMYHOW IMeYaThlo COTPYIHUKA,
OTBETCTBEHHOTO 3a ITOMEUICHHUE.

13.5. [locTaHoBKa W CHATHE IMOMEIICHUN TMOJ OXpaHy NPOU3BOAMUTCA OXPAHHUKOM IIOCIE
OKOHYaHUS U Mepe]] HadyaloM paboyero THS COOTBETCTBEHHO.

13.6. CoTpyiHUK, UMEIOIINN NMPAaBO HA BCKPHITHUE TTOMEIIICHHN:

- IPOU3BOIUT MPOBEPKY OTTHUCKA NIEUATH HA JIBEPH MOMEUICHUS U UCIIPABHOCTD 3aIlOPOB;

- BCKPBIBAET MIOMEUICHHE.

13.7. Ilpu oOHapyXKeHUN HAPYIICHUH IIeIOCTHOCTH OTTUCKOB IEYaTeH, MOBPEKICHUS 3aII0POB
WIM HAJIWYUS JPYTHX TPU3HAKOB, YKa3bIBAIOIIUX Ha BO3MOXKHOE MPOHUKHOBEHHE B MOMEIICHHE
MOCTOPOHHUX JIMII, TIOMEIEHNE HE BCKPBIBACTCSA, @ COCTABISECTCS aKT, B MPUCYTCTBUU OXpaHHUKA. O
MIPOMCHIECTBUM HEMEMJIEHHO COOOIAETCs PYKOBOJIUTENIO U (MJIM) OTBETCTBEHHOMY 3a OOecIlieueHHe
0€30MacCHOCTH MEPCOHAIBHBIX JIaHHBIX IpU uX 00padoTke B UCII/IH.

OAHOBPEMEHHO TNPUHUMAIOTCS MEpbl 0 OXpaHEe MecTa IMPOUCIIECTBUS U JI0 NPUOBITUA
JOJKHOCTHBIX JIUIT B TOMEIICHNUE HUKTO HE JOMYCKAeTCs.

13.8. PykoBoauTenb, OTBETCTBEHHBIN 3a oOecrieueHne 0€30MacHOCTH MEPCOHANbHBIX JAaHHBIX
npu ux obOpadborke B UCIIJIH m amgMuHUCTpaTop WHPOPMAIMOHHON O€30MacHOCTH OPTraHHU3YIOT
nposepky UCII/IH Ha mpeaMeT HECAaHKIIMOHUPOBAHHOTO JOCTYIa K KOHPUACHIIMATHLHOW HHpOpMAIK
U HaJIMYUe JOKyMEHTOB ¥ MAllIMHHBIX HOCUTEJEH HH(POPMALIUH.

13.9. IIpu cpabaTbiBaHUU OXPAaHHOW CUTHAJIM3ALMU B CIIY>)KEOHBIX MOMEIEHUSAX B Hepabouee
BpEMsI OXPaHHUK COOOIIAET O CIYYHBIIEMCSI OTBETCTBEHHOMY 32 IMIOMEIIEHHE, WIIA OTBETCTBEHHOMY 32
obOecrieueHre 0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX mpu ux obOpaborke B UCIIHAH, wiu
PYKOBOJIUTEIO, WM aAMHHUCTpaTopy uH(popManuoHHoW OezomacHocTd. [lomemnieHus BCKPHIBATH
3arperniaercs.

13.10. ITomemieHus: BCKPBIBAIOTCS OTBETCTBEHHBIM 32 MOMEIICHUE, WIIM PYKOBOJUTEIIEM, WIIH
OTBETCTBEHHBIM 3a o0ecrieueHre 0e30MacHOCTH MEePCOHAIbHBIX JaHHBIX pu uXx oopadorke B UCIIIH
B IIPUCYTCTBHH COTPYIHHUKA OXPAHbI C COCTABIICHUEM aKTa.

13.11. Tlpu nepenaue nexypcTBa, €CIu MOMEIICHUE B TeUEHUE JHS HE BCKPBIBAJIOCH, 4 TAKXKE B
BBIXOJIHBIC M TMIPa3JHUYHBIC ITHH MPUHUMAIOIIAS JEKYPCTBO CMEHA IIOCTa OXpPaHbI IPOBEPSET
[EJIOCTHOCTh NeYaTeil Ha IBEPSX U MeHale ¢ KIYaMu

13.12. Topsinok npedbiBanus mocTopoHHKX Juil Ha Tepputopun PI'BOY BO «/larectanckwmii
rOCyJapCTBEHHbIN YHUBEPCUTET» YCTAHABINBAETCS COOTBETCTBYIOIINM MPUKA30M.

14. Tlopsimok cTHpaHMsA 3alUINAeMOil HMH(OPMALMM H YHMYTOXKEHHS] HOCHTeJIei
3amMmaeMo uHGopMauum.

14.1. B o06s3aTenbHOM MOpPS/IKE YHUUTOXKEHUIO TMOJIEKAT MOBPEXKAECHHBIC, BBHIBOJUMBIE U3
AKCIUTyaTallMM HOCUTENM, COJEp Kallhe 3alluINaeMyl0 HH(OpPMallMI0, HUCIOJIb30BaHHE KOTOPBIX HE
npennosaraercd B AanpHednieM. CTHUPaHHIO TOJUIEKAT HOCHUTENH, COAEpXkKAllKe 3allluIIacMYyIo
nH(pOpMalLnIo, KOTOpbIE BBIBOAATCS U3 3kciutyarauuu B coctaBe MCII/IH. He nomyckaercst ctupanue
HEUCIIPAaBHBIX HOCUTEIIEH U IIepeiada UX B CEPBUCHBIN LEHTP 11 peMOHTA. Takue HOCUTENN JTOJKHBI
YHUUYTOXKATbCA B COOTBETCTBUH C HACTOSLIUM HOPSIKOM.

14.2. CrupaHue IOKHO TNPOU3BOAMTHCS MO TEXHOJIOTUH, MPETyCMOTPEHHOM JUIs AaHHOTO
TUINIA HOCUTENS, ¢ NPUMEHEHHUEM CepTU(ULHPOBAHHBIX CPEICTB T'apaHTUPOBAHHOTO YHUYTOXKECHMSI
uHpopManuu  (JomyckaeTrcs — 3aJeiicTBOBaTH ~ MEXaHM3Mbl  3aTHpaHHs ~ BCTPOEHHBIE B
cepTu(UIMpOBaHHbBIE CPECTBA 3AIIUTHI HHPOPMALIIH).

14.3. YHuurOo)XeHHMEe HOCHTEJEeH TMPOU3BOAUTCS NYTEM HAHECEHHs MM HEYCTPaHHUMOTO
(GU3NYECKOTO TMOBPEXJEHUS, MCKIIOYAIOMIEr0 BO3MOXKHOCTh HMX HCIOJb30BaHUS, a Takke
BOCCTaHOBJIEHUs HH(oOpMaruu (meper YHHUUTOKEHHEM, €CIM HOCHTEIb HCIpPaBEH, JOJDKHO OBITh
MIPOM3BEIEHO TapaHTHpPOBaHUE CTHpaHue MH(popManuu Ha HocuTene). HemocpencTBeHHble AeHCTBUS
[0 YHUYTOKEHHIO KOHKPETHOTO THUIIA HOCHUTENS JOJDKHBI OBITh JIOCTATOYHBI Ui MCKIIOYECHUS
BO3MO>KHOCTH BOCCTaHOBJIEHUSI HH(GOpPMAIUH.

14.4. bymaxxHble U MpOYHME CropaeMble HOCHUTENU (KOHBEPTHI C HEHCIIONb3YeMbIMH Ooliee



MapOJISIMKU ) YHUUYTOXKAIOT ITYTEM CXKUTAHUS WK C TIOMOIIBIO JTFOOBIX OyMarope3aTenbHbIX MAIllvH.

14.5. Tlo ¢gakTy yHUUTOKEHHUS WM CTUPAHKS HOCUTEJIEH COCTABIIICTCS aKT, B )KypHajax ydera
JIEJIal0TCS COOTBETCTBYIOIINE 3aIIUCH.

14.6. Ilpouenypsl CTUpaHHUS ¥ YHHUYTOKEHHUS OCYIIECTBISIOTCS KOMHCCHEH, B KOTOPYIO
BxomatT: agmuHuctpatop WCII/IH, oTBeTCTBEHHBIM 3a obecriedeHne Oe30MacHOCTH IMEePCOHATBHBIX
JIaHHbIX pu ux oopadotke B UCII/{H, aamuHUCTpaTOp MHGOPMAITMOHHONW OE301TaCHOCTH.

15. O6e31uYUBaHUE MEPCOHAJIBLHBIX JaAHHBIX.

15.1. OGe3nuuuBaHME TMEPCOHATIBHBIX JAHHBIX — JCUCTBHs, B pe3yJabTare KOTOPBIX
HEBO3MOXKHO ONPEIECIUTh TMPUHAMJICKHOCTh IEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHATBHBIX TAHHBIX

15.2. OGe3nuuuBaHKWE MEPCOHAIBHBIX JTAHHBIX MOXKET OBITH IMPOBEICHO C IEIbI0 BEICHUS
CTAaTHCTUYECKUX JAHHBIX, CHIDKEHUS yIIepOa OT pasriamieHus 3allUIaeMbIX MePCOHATBHBIX JaHHBIX,
CHI)KEHMS Kjlacca MH(GOPMAIMOHHBIX CHUCTEM NEPCOHAIBHBIX JAHHBIX M MO JOCTHKEHUIO Lenel
00paboOTKM WM B Cily4dae yTpaThl HEOOXOIMMOCTH B JOCTHMIKEHHHM OSTUX IEJeH, eClIH WHOE He
peyCMOTPEHO (eaepatbHbIM 3aKOHOM.

15.3. CrnocoObl 00e3nMuyMBaHMs TPH YCIOBUU JalbHEHIeH 0O0padOTKH IepCOHATBHBIX
JTAHHBIX:

- METOJI BBEJICHUS UACHTU(DHUKATOPOB;

- METOJI U3BMEHEHHUS COCTaBa UM CEMaHTHUKH;

- 0000mieHre (MOHMKEHNE TOYHOCTH HEKOTOPBIX CBEJCHHN );

- MeToA JeKkoMmo3uiuu (pa3OueHue MHOKeCTBa (MaccuBa) IEPCOHAJIBHBIX HAHHBIX Ha
HECKOJIBKO MOJIMHOKECTB (YacTeil) ¢ MOCIeAYIOMNUM Pa3AelibHBIM XPAaHSHUEM TI0IMHOKECTB;

- METOJ MepeMellnBaHus (IIePEeCTaHOBKA OTAENBHBIX 3aluced, a Takke TPYII 3aluceid B
MacCHBE MEPCOHAIBLHBIX JAHHBIX).

15.4. JIns o6e3nuuuBaHusl NEPCOHAIBHBIX JAHHBIX HUCIOIB3YIOTCS CHOCOOBI 00€3IMYUBAHNUSA,
ompezeneHHbie mpukazoM Pockomuamzopa ot 05.09.2013 Ne 996 «O06 yTBepKIEeHUU
TpeOOBaHUII U METOAOB MO OO0E3TMYMBAHUIO TEPCOHANBHBIX JaHHBIX» B COOTBETCTBUU C
PEKOMEH/TAIUSIMHA T10 MCIIOJIb30BAHUIO JTUX METOJIOB.

15.5. Pemienue 0 HEOOXOAMMOCTH OOE3MWYMBAHUS NEPCOHAIBHBIX JIaHHBIX MPUHUMAET
PYKOBOAMTEIND Y UPEXKICHHUS.

15.6. HauanbHHMKHU OTZEIOB, HETIOCPEICTBEHHO OCYILECTBISIONINE 00paObOTKY MEPCOHAIBHBIX
JAHHBIX, TOTOBST TMPEIIOKEHUS 1O 00C3TUYMBAHHWIO TEPCOHATBHBIX JIAHHBIX, 00OOCHOBAaHHE TaKOMN
HEOOXOJIUMOCTHU U CIOCc00 00e3TNYMBaHUSI.

15.7. CotrpynHUKH ToJApa3/eleHui, OOCTYKMUBAOIMINX 0a3bl JaHHBIX C MEPCOHATBHBIMU
JAaHHBIMU, OCYIIIECTBIISIIOT HEMOCPEACTBEHHOE 00€3TMUMBaHNE BEIOPAHHBIM CIIOCOOOM.

15.8. Tlopsimok paboThl ¢ 00E3TMUICHHBIME ITEPCOHATBHBIMU JAHHBIMU:

15.8.1. O6e3nrueHHbIE TEPCOHANBHBIE TaHHBIE HE MOIJIEKAT PA3TIAIICHHUIO.

15.8.2. OGe3nm4eHHbIC TIEPCOHATBLHBIC JAHHBIC MOTYT 00pa0aThIBATHCS ¢ HCIIOJIB30BaHMS 1 03
UCIIONIb30BaHUs CPEJICTB aBTOMATU3AIINU.

15.8.3. TIpu 00paboTKe OOE3TMUYSHHBIX MEPCOHATBHBIX JTAHHBIX C HCIIOJIB30BAaHHEM CPEICTB
aBTOMAaTHU3AIMH HEOOXOIUMO COOIIO/ICHUE:!

- IapOJIbHOW MOJIUTHKY;

- aHTUBUPYCHOM MOJIUTHUKH;

- IpaBuJI pabOThI CO ChEMHBIMU HOCUTENSIMU (€CTTM OHU UCTIOJIb3YeTCs);

- IPaBUJI PE3EPBHOTO KOMMUPOBAHHS,

- MPaBWJT JIOCTYTIA B IIOMEIICHHUS, T/Ie PACIIONIOKECHBI DJIEMEHTHI HH()OPMAIIMOHHBIX CHCTEM;

15.8.4. IIpu o06paboTke 0OE3NUYEHHBIX MEPCOHATBHBIX JaHHBIX 0€3 MCIIOJIb30BAaHUS CPEJCTB
aBTOMAaTH3allMM HEOOXO0IUMO COOTIOEHHE:

- IPaBWJI XPaHEHUS OyMa)KHBIX HOCUTEIECH;

- PaBWJI JIOCTYTIA K HUM H B ITIOMEIIECHUS, TJIe OHU XPAHATCS.



Kypnaa ydera
YCTAHOBJIEHHBIX CPeICTB 32U ThHI HHGOPMaTun

Ipusoxenne Ne 2

Kk npuka3zy Ne 1078a

oT « 29 » nexadps 2017 r.

N Opranuzanus,
Cepuit Howmep OtmeTka 00 U3BIATHU
Ne | HaumenoBaHu . ycranoBuBmas C3U
HBIN CIeIUANIbH Mecto C3U: ©.1.0.
n/ € cpezcTBa ©.1.0. [Mpumey
(3aBox oro YCTaHOBK MIPOU3BOTUBIIICTO
n 3aIUTHI N YCTaHOBHUBIIIETO aHue
CKOH) | 3aIUTHOTO n C31 n3barue C3U, nara,
nHpOpPMAUH C3U, nara,
HOMEp 3HaKa TIOJTITHCh
TIOJTIVICh
1 2 3 4 5 6 7 8




Ipuaoxenue Ne 3
Kk mpuka3y Ne 1078a
oT « 29 » nexadps 2017 r.

Kypnaa yuera
NEePUOANYECKOr0 TECTUPOBAHMS CPEICTB 3aIMTHI MH(OpMALIUHA

HawnmenoBanue CcpeacTaa Damunus u IOAIMUCHE OTBECTCTBECHHOI'O

Ne Peructpannonnsie Homepa C31
3aIIUTHl HHYOPMAIIUH OT [ara TecTupoBaHus TI0JT630BATENS, IIPOBOAUBILETO
n/n ot HC/I miu xpunrocpencraa
HCJI wnu xpunrocpencrsa TECTHUpPOBaHUE
1 2 3 4 5

HaumenoBanue Tecra,
HCTIOJIb3YEeMBIE CPENICTBA IS
MPOBEJICHUS TECTA

Pesynbrar TectipoBaHus (YCICIIHbIA/HEYCICIIHBII),

. JlaTa oyepeHOro TeCTUPOBAHUS
KOMMEHTapUii




MMpuno:xenue Ne 4
K npuka3zy Ne 1078a
oT « 29 » nexadps 2017 r.

Kypnaa yuera
HemiTaTHbIX cutyauuid UCIIIH, BpinoiHeHus NpopuiIakTuuecKux pador,
YCTAHOBKHU U MOJM(UKanuM NporpaMMHbIX cpeacTsB Ha komnbroTepax UCII/In

Ne KpaTkoe onrcanue BBITIOTHEHHON paboThI (HEIITaTHON .
Hata ®UO ucnonHuteneil U uX NOAMUCU
n/n CHUTyalllu)
1 2 3 4

®HO 0oTBETCTBEHHOIO 3a
skcrtyartaiuio [I19BM,
MOAINCH

Iloxnucek crienpaancTa Io 3aluTe

IIpumeuanue (ccpuika Ha 3asBK
nHdopmanuu P ( y)

5 6 7




Ipuaoxenue Ne 5

Kk npukazy Ne 1078a

oT « 29 » nexadps 2017 r.

Kypnaia yuera

noJib3oBareJeil, ronymeHHbix k UCIIAn

Ne mi/nt JHata

(DaMI/IJ'II/IH, UM, OTYCCTBO I10JIB30BATCIIA

Haumenosanune UCI1In

3

4

HOZ[HI/ICL OJIB30BaTeNsA 00
O3HaKOMJICHHUH C

Iloamuce aIMHUHUCTPATOPA
0e30IMaCHOCTH O TOTOBHOCTH

TTonoxxeHneM u IIpumeuanue
OJI30BaTes K pabore B
TpeOOBaHUAMH 10 VICTI/ T
0€30IacHOCTH
5 6 7




MMpuno:xenue Ne 6

Kk npukazy Ne 1078a

oT « 29 » nexadps 2017 r.

Kypnaa yuera
oOpamennii cyobekToB II/IH 0 BbINOJIHEHUN X 3aKOHHBIX MPaB

Ne 1.0 JHata Lens obpamenus Perucrpanuonssiii Homep
n/n oOpareHus
2 3 4 5




